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Abstract

The public web is undergoing an epistemic phase transition: unverified synthetic prose,
automated search-engine spam, and agent-generated pull requests increasingly outnumber au-
thentic human records, threatening continual pretraining and retrieval-augmented generation
(RAG) with Model Autophagy Disorder (MAD) and tail-knowledge collapse. Post-hoc perplex-
ity detectors suffer high false-positive rates on technical prose, while formal verification of the
C2PA specification in 2026 exposed revocation gaps, legacy metadata stripping, and vulnerabil-
ity to bot-farm signing keys. This architectural synthesis proposes Human-Observer Attested
Web Archival (HO-PROV-Archive), a migration pipeline in which legacy web records enter a
Merkle-committed provenance ledger when backed by a human-observer curation receipt, a W3C
PROV-DM primary-lineage graph (or pre-2022 archival timestamp anchor), and atomic claim
verification. Crucially, we distinguish human viewing from human authorship: because human
readers can be fooled by fluent LLM text, observer receipts must be coupled with primary-
source lineage accumulation to preserve ground-truth support. In a label-blind simulation
over shared candidate pools (K = 80 clusters, N = 200 trajectories/regime) under a prereg-
istered collapse threshold (Dgky, > 0.056 nats or tail-mass ratio < 0.72), HO-PROV-Archive
restricts generation-6 collapse to 9.50% [6.17,14.36] (Dkr = 0.0406 [0.0392,0.0421], tail-mass
ratio 91.63%) versus 100.00% [98.12,100.00] for unfiltered scraping (Dki, = 0.1555), perplexity
filtering (Dxr, = 0.1830), and origin-only C2PA checks (Dky, = 0.1157), while retaining 82.00%
[76.09,86.71] of tail cohorts. Matched-supply ablation (120 docs/gen) and break-even analysis
(€5 ~ 0.16-0.28) confirm that gains stem from provenance filtering quality.

1 Introduction

For three decades, the World Wide Web functioned as an implicit proxy for collective human
knowledge: because producing coherent prose, software repositories, and domain analyses required
scarce biological human cognition, uniform web crawls captured an authentic, high-entropy sample
of human epistemic output. By late 2026, that foundational assumption had broken down across
both text and software ecosystems. Empirical post-mortems of open-source software maintenance
in 2026 document a severe commons tragedy in which autonomous coding agents generate massive
volumes of superficially plausible pull requests that overwhelm human maintainers and trigger
repository abandonment [18, 33]. Concurrently, multi-agent retrieval and citation pipelines suffer
from hallucinated citation chains and context drift [24-26], where recursive web indexing ingests
synthetic summaries and unverified paraphrases back into active retrieval indices and pretraining
mixtures.



1.1 Recursive model collapse: replacement versus accumulation

The mathematical consequences of training generative models on recursively polluted corpora were
established by a foundational sequence of 2024 studies. Shumailov et al. [28] proved in Nature that
when generative models are iteratively fitted to finite samples generated by predecessor models,
finite-sample approximation error and temperature truncation cause the tails of the underlying dis-
tribution to vanish irreversibly (model collapse). Alemohammad et al. [1] formalized this feedback
loop as Model Autophagy Disorder (MAD), demonstrating progressive quality and diversity decay
across iterative self-consuming loops, while Bertrand et al. [4] analyzed the stability conditions of
iterative retraining around local optima.

Crucially, however, Gerstgrasser et al. [11] proved both theoretically and empirically across
language, diffusion, and variational models that model collapse is not inevitable when fresh, original
human data Py is accumulated alongside synthetic data rather than replaced. Why, then, do real-
world web crawls and RAG indices still face collapse? Because on the live internet, unverified
synthetic pages do not arrive neatly labeled as an auxiliary dataset added to a frozen pre-2022
archive: SEO content farms, link-rot replacements, and automated rewrites overwrite legacy URLs
and dominate top search-engine rankings, effectively placing naive web-scraping and RAG pipelines
into the replacement regime of Shumailov et al. [28] unless the ingestion layer can cryptographically
distinguish anchored primary records from recursive synthetic echoes.

1.2 Why statistical AI detectors and origin-only C2PA manifests fall short

Two primary technical countermeasures have been deployed to filter synthetic web pollution, yet
empirical evidence demonstrates that neither suffices on its own:

First, post-hoc statistical text classifiers and watermarks attempt to separate synthetic tokens
from human writing via perplexity curvature or token green-lists. In practice, statistical detectors
degrade under multi-agent paraphrasing, exhibit high false-positive rates on structured technical
documentation and non-native English writing, and cannot detect poisoning-based backdoors that
lack cryptographic separability [17].

Second, origin-side cryptographic media manifests—most notably the Coalition for Content
Provenance and Authenticity (C2PA) specification [8]—aim to sign digital assets at creation. How-
ever, a 2026 formal-methods security audit of the C2PA specifications by Golaszewski et al. [13]
(“Verifying Provenance of Digital Media: Why the C2PA Specifications Fall Short”) demonstrated
that current C2PA manifests fail to enforce several core provenance guarantees: manifests suffer
from certificate revocation and timestamp-authority gaps, are routinely stripped by legacy Content
Management Systems (CMS), and cannot prevent an adversarial bot farm from registering a valid
organizational signing certificate to sign millions of synthetic articles at origin. Moreover, billions
of high-value pages on the “old internet” (1991-2025) predate C2PA entirely and carry zero origin
cryptographic signatures.

1.3 Epistemic scope of Human-Observer Attested Archival

To preserve the long-tail knowledge of the legacy internet while keeping continual training and RAG
corpora in the stable accumulation regime of Gerstgrasser et al. [11], we propose Human-Observer
Attested Web Archival (HO-PROV-Archive).

We begin with an explicit epistemic concession: a human observer’s browser dwell-time
and interaction receipt attests that a verified human viewed and curated a document,
not that a human authored it. Because human readers are frequently fooled by fluent, syco-
phantic, or hallucinated LLM text [7, 9, 27], relying on human reader endorsements alone would



still admit persuasive synthetic slop. Therefore, HO-PROV-Archive requires that human observer
curation be jointly anchored to three verifiable provenance mechanisms:

1. Inalienable human-in-the-loop curation receipts: Grounded in the Inalienable Human-
in-the-Loop (I-HITL) framework [5], the observer’s client records a structured interaction
witness binding the exact DOM snapshot hash, verified human reading engagement, and
an unlinkable personhood credential, while protecting the observer’s private reading topic
distribution via d,-privacy metric perturbation [2].

2. W3C PROV-DM primary-source lineage and pre-LLM timestamp anchoring: Fol-
lowing the W3C PROV-DM standard [22], provenance semirings [15], and 2026 provenance-
circuit knowledge graphs (SPARQLcirc [16] and provenance-enhanced statements [34]), every
archived span must link either to a cryptographically timestamped pre-2022 archival snapshot
or to a verifiable primary institutional/empirical root entity p in Gprov.

3. Atomic factuality and citation verification: Before admission, extracted assertions are
decomposed into atomic claims [21] and audited via citation-verifier diagnostics (HALLMARK
[24, 25]) while rewarding archivists of rare tail knowledge via Local Shapley data valuation
[12, 19, 35].

2 Provenance architecture taxonomy and 2024—-2026 empirical land-
scape

Migrating legacy web knowledge into a high-integrity ledger requires distinguishing between syntac-
tic origin signatures (whether a file carries a TLS or C2PA header) and epistemic lineage grounding
(whether a claim traces to a non-synthetic primary record or pre-LLM archival snapshot). Table 1
maps five core archival requirements onto formal provenance constructs and verified literature.

Table 1 clarifies why purely automated web scraping fails in the post-2025 internet. When
autonomous agents summarize and re-publish web content without provenance semiring tracking
[15, 16], secondary aggregators amplify hallucinated citations [24, 25] and induce context drift [26]
and governance decay during context compaction [6]. Figure 1 illustrates how HO-PROV-Archive
interposes human-observer curation, W3C PROV-DM lineage verification, and d,-private Merkle
commitments between the public web and the archival ledger.



Table 1: From web-archival requirements to canonical provenance constructs and primary literature.

Archival Canonical Ledger Operational function Primary
requirement construct component grounding
“Prevent Inalienable Observer Binds DOM content hash to [2, 5, 32]
headless bot Human-in-the- Witness Gate verified human reading
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flooding the witness anonymous PoP proof
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across edits” Semirings

“Keep Anchored Pre-2022 / Preserves (1 — a¢) Py ground-truth  [1, 4, 11, 28]
training in the primary-data root-lineage support across generations ¢ > 1

accumulation  accumulation anchor vault to prevent tail collapse

regime, not

replacement”

“Catch Atomic claim &  FActScore + Audits atomic claim support and  [13, 21, 24, 25]
hallucinated citation HALLMARK flags fabricated or circularly

citations and verification auditor syndicated citations

stripped

C2PA

headers”

“Reward Model-Induced Archival utility ~ Computes tractable marginal [12, 19, 35]

humans who
curate rare
historical
dark matter”

Local Data
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evaluator
Shap
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Figure 1: Architecture of Human-Observer Attested Web Archival (HO-PROV-Archive). Legacy
web content is curated when a verified human observer inspects and annotates a resource, generating
an I-HITL witness receipt [5] with a d,-differentially private topic embedding [2]. Because human
readers cannot reliably spot synthetic prose by eye, the PROV-DM Witness Gate requires either a
pre-2022 archival timestamp anchor or a verifiable primary-source lineage path in Gprovy [16, 22],
followed by atomic claim and citation auditing [21, 24] and Local Shapley tail valuation [35].



3 Formal model of recursive contamination and anchored accumu-
lation

We formalize web corpus evolution across discrete archival and training generations ¢t € {0,1,2,...}
over a discrete space of K epistemic topic/fact clusters X = {1,...,K}. Let Py(z) denote the
ground-truth human epistemic distribution over X, characterized by a heavy tail Xy, = {x € X :
Py(z) < n} containing specialized scientific knowledge, historical edge cases, and minority cultural
idioms.

3.1 Recursive synthetic replacement versus anchored accumulation

At generation t, the raw public web distribution Q" consists of a mixture of authentic human-

authored content Py and synthetic outputs generated by models fitted to the previous generation’s
corpus P;_1, with synthetic pollution fraction oy € [0,1):

web(g) = (1 —ay) Po(z) + o Traa(Pio1) (), (1)

where T; p(P)(z) o MultinomialM(P(a:)l/ ) represents finite-sample (M < o0), temperature-
sharpened (7 < 1) autoregressive sampling [1, 28]. In an unfiltered replacement crawl (P; ~ Qy'*"),
iterating Equation (1) as ay — 1 causes any rare tail cluster © € X, whose finite sample count
drops to zero to be permanently absorbed, driving Dk, (P || P;) — oo [28]. Conversely, if the
archival ledger preserves an anchored weight v > 0 of verified ground-truth distribution Py at

every step t, the corpus remains in the accumulation regime of Gerstgrasser et al. [11].

3.2 Observer-lineage admission operator and quotient weighting

Let d; = (x;,m;,w;,G;) denote a candidate archival bundle comprising content span z;, crypto-
graphic metadata m; (pre-2022 archive timestamp, TLS-Notary transcript, or C2PA manifest),
human observer witness receipt w; [5], and W3C PROV-DM citation graph G; [22, 34].

Because a human observer w; can be deceived by fluent synthetic prose, admission requires both
a valid observer curation witness Verify,, . (w;) = 1 and positive primary-lineage circuit evaluation
Support(c; i, p(cix)) € [0,1] via SPARQLcirc [16] and HALLMARK citation verification [24, 25]. The
archival admission weight w(d;) € [0,1] is:

1 L S i,k 7 a
wld)) = UVerifyg(w) =1] - [ > ‘ipj";(i”;pfc(:g” o(dhe (1), @
v p—1 echo i,

where Necho(p) counts prior archived documents deriving from the same root ancestor p (quotienting
out syndicated reposts), and d)Shap(:Ui) is the model-induced Local Shapley value [35] that boosts

loc
sampling concentration on under-represented tail clusters x € Xi,;.

3.3 Derivation of bounded Kullback—Leibler divergence

Let €ops € [0, 1) denote the joint false-acceptance probability that an unverified synthetic document
passes both human observer curation and primary-lineage / timestamp verification, and let dg, €
[0,1) denote the false-negative rejection rate on valid human tail documents. Under Equation (2),
the effective synthetic fraction admitted in batch t is compressed from «; to &; = T=ap) (f‘i%izs)

+at€obs
Since every cluster € X retains at least density PF©(x) > (1—é;)(1—8g)Po(x) from the anchored



human distribution (and non-negative density from & P;_1(z) > 0), substituting this lower bound
directly into the definition of Kullback—Leibler divergence yields:
Po 33)

~ dt+6fn
D (Po | PHO) = 3 Ry(a)nontl < —In((1— Gy)(1 — d)) < — o
(o [l 77) = PHO(2) ( ) 1 — & — O

(3)
Equation (3) provides an exact, elementary upper bound: so long as the joint observer-lineage
false-acceptance rate eqps and false-negative rate g, remain small, Dk (P || PHO) stays strictly
bounded across all ¢t > 1. Conversely, if human observers rubber-stamp uncorroborated web pages
without lineage anchors (eops — 1), &4 — o and the bound diverges as oy — 1.

4 Four-stage HO-PROV-Archive pipeline and metric-DP commit-
ment tree

HO-PROV-Archive operates as a four-stage client-to-ledger pipeline (Table 2):

1. Stage 1: I-HITL observer curation and d,-private topic embedding. When a human
steward curates a web document, their browser client generates an Inalienable Human-in-the-
Loop (I-HITL) witness receipt [5] binding the rendered DOM hash and reading annotations.
Because raw text embeddings can be inverted to recover private reading histories [20, 23,
29], the client perturbs the document’s d-dimensional topic vector v € S%1 using metric
differential privacy (dy-privacy [2]) before committing its SHA-256 leaf hash into an epoch
Merkle tree.

2. Stage 2: W3C PROV-DM packaging and C2PA /timestamp verification. The
client packages the span into a W3C PROV-DM subgraph [22, 34]. To overcome the C2PA
revocation and stripping vulnerabilities identified by Golaszewski et al. [13], legacy pages are
anchored via pre-2022 archival timestamps (e.g., Internet Archive / Git commit trees) or
multi-institutional TLS-Notary witnesses.

3. Stage 3: FActScore atomic decomposition and HALLMARK citation auditing.
Extracted claims are decomposed into atomic facts [21], evaluated for citation integrity via
HALLMARK [24, 25], and quotiented over provenance circuits via SPARQLcirc [16] so syndicated
echoes receive decayed weight (1 4+ Neeno(p)) L.

4. Stage 4: Local Shapley tail valuation. Admitted shards are scored via Model-Induced
Local Shapley [35] and Counterfactual Shapley credit assignment [19] to allocate higher stew-
ardship credit to archivists who preserve rare tail clusters = € X;,j.



Table 2

Readiness and deployment bottlenecks of HO-PROV-Archive subsystems.

Subsystem Maturity Supporting prior and 2025-2026 Realistic deployment bottleneck
evidence
I-HITL Prototype I-HITL formalizes non-delegable Human observers cannot
observer validated human oversight [5]; human—AT distinguish fluent LLM text by
witness complementarity [32] sight; requires Stage 2/3 lineage
anchoring
W3C Standards PROV-DM [22]; provenance Legacy dynamic web applications
PROV-DM & ready semirings [15]; SPARQLcirc require deterministic DOM
SPARQLcirc provenance circuits [16]; RDF snapshotting to preserve anchor
provenance [34] links
HALLMARK Benchmark  FActScore atomic evaluation [21]; Paraphrased plagiarism without
& FActScore ready HALLMARK explicit URLS requires dense
audit semantic retrieval to locate root p
C2PA & Vulnerability Formal C2PA verification exposes Contemporary post-2025 primary
pre-2022 audited stripping and bot-signing gaps [13];  blog posts lack pre-2022
timestamping C2PA 2.3 [8] timestamps and rely on
multi-witness corroboration
Local Shapley  Prototype Local Shapley [35]; Counterfactual — Strict metric DP (e < 0.5) blurs
& d,-DP ready Shapley [19]; d,-privacy [2] fine-grained topic routing while

Merkle tree

defending against embedding

inversion [23]

5 Illustrative mechanistic simulation and
analysis

break-even sensitivity

To evaluate whether HO-PROV-Archive maintains the accumulation guarantee of Gerstgrasser
et al. [11] and Equation (3) across recursive web generations without post-hoc sigmoid probabil-
ity rescaling or ground-truth label leakage, we executed a label-blind candidate-pool simulation
(experiment.py). At each generation ¢ € {1,...,10}, the simulation generates a shared pool of
360 candidate web documents over K = 80 clusters (with a heavy Zipf-Mandelbrot ground truth
Py(z) o< (x + 3)7112 and 32 rare tail clusters X,;1). Each candidate document exposes only ob-
servable attributes (perplexity_z, c2pa_org_cert, pre2022_timestamp, ihitl_witness_score,
prov_root_hash, hallmark_citation_score, local_shapley_est); none of the four filtering ar-
chitectures can inspect the hidden ground-truth label _gt_is_synthetic. Furthermore, collapse is
evaluated via a fixed, preregistered deterministic threshold: a trajectory at generation ¢ suffers Au-
tophagy Collapse if and only if Dxy,(Fy || P;) > 7k1, = 0.056 nats or the tail probability mass ratio
Miait(Py) /Miain(Py) < Trann = 0.72, and achieves Tail Retention if and only if at least 24/32 tail
clusters retain positive support and M,y (FP;)/Miain(Po) > 0.85. We evaluate N = 200 independent
multi-generation trajectories per architecture across ¢t € {1, 3,6, 10} (3,200 primary generation-slice
evaluations, 1,200 break-even sensitivity evaluations, and 800 matched-supply ablation evaluations
= 5,200 total evaluated slices).

5.1 Parameter provenance and baseline calibration

Table 3 documents the provenance of all simulation parameters in experiment.py.



Table 3: Provenance of simulation parameters in experiment.py, separating literature-calibrated

quantities from structural design assumptions.

Parameter Value / Provenance Basis and calibration source

Range
Concept K=80 Synthetic Power-law epistemic distribution Py(z) o (z + 3) 7112
distribution clusters; 32 heavy-tailed modeling head vs. long-tail factual domains [28]
Py(z) tail clusters prior

Candidate pool
& (673

Preregistered
collapse criteria
Perplexity
detector
empirical error
Origin C2PA

empirical error

HO-PROV-
Archive
empirical error
Observer-
lineage error
SWeep €obs
Metric-DP
budget €

Xtail

360 docs/gen;
a1=0.285 —
0110:0.870;
7=0.78

Literature-
calibrated

Tk, =0.056 nats; Preregistered

Tt311:0.72
False accept
46.22%; false
reject 23.80%
False accept
33.92%:; false
reject 16.82%
False accept
3.52%; false
reject 7.04%
€obs €
[0.01,0.42] at
t=6

€ €

threshold

Observable
filter outcome

Vulnerability-
calibrated

Protocol filter
outcome

Break-even
sensitivity
sweep
Privacy-utility

{0.5,1.0,2.0,4.0 weep

(d=16)

Shared candidate pool under recursive synthetic
growth and temperature sharpening 7, [1, 4, 28]

Deterministic threshold on Dky, (P || P;) and tail-mass
retention without stochastic coin-flip rescaling
Emerges from filtering observable perplexity_z on
paraphrased synthetic text vs. concise human
technical prose

Emerges from organizational bot-key signing and
CMS metadata stripping analyzed by Golaszewski

et al. [13]

Joint observable filter over I-HITL witness [5] +
PROV-DM/HALLMARK lineage check [22, 24]

Tests degradation when human observers endorse
fluent synthetic pages without primary lineage

Evaluates d,-privacy perturbation [2] against exact
k-NN embedding inversion [23, 29]

5.2 Quantitative findings, matched-supply ablation, and metric-DP privacy

Table 4 and Figures 2-3 establish four empirical findings from our label-blind candidate-pool sim-

ulation:

1. Empirical separation between replacement collapse and anchored accumulation.

In the Unfiltered Scrape baseline (unfiltered_scrape), recursive replacement drives mean
Dy, (FPy || Py) from 0.0914 [0.0895,0.0934] at ¢ = 1 to 0.1555 [0.1531,0.1578] at ¢ = 6 and
0.5405 [0.5348,0.5462] at t = 10, eroding tail probability mass to 56.04% at t = 6 and
32.01% at t = 10 (100.00% [98.12,100.00] collapse) [1, 28]. Statistical perplexity filtering
(perplexity_detector, 29.50 ms latency) worsens tail erosion (Dky, = 0.1830 [0.1796, 0.1864]
and tail-mass ratio 39.24% at t = 6) because its 23.80% false-rejection rate actively prunes
concise technical human tail records while admitting 46.22% of paraphrased synthetic slop.
Origin-only C2PA filtering (c2pa_manifest_only, 6.42 ms latency) admits 33.92% bot-signed
synthetic spam while rejecting 16.82% of stripped legacy human pages [13], reaching 98.50%
[95.68,99.49] collapse at ¢ = 3 and 100.00% [98.12,100.00] at ¢ = 6 (Dkr, = 0.1157). By
contrast, HO-PROV-Archive (12.59 ms latency) accumulates verified records across genera-
tions [11], reducing mean Dy, from 0.0929 at ¢ = 1 (when a single batch of 242.1 admitted
docs still exhibits finite-sample variance on the 32 tail clusters) to 0.0495 at ¢ = 3 (30.00%



Table 4: Mechanistic distributional comparison across 3,200 primary generation slices (N = 200
independent trajectories per archival regime evaluated over shared 360-document candidate pools
at t € {1,3,6,10}). Bracketed ranges denote exact asymmetric 95% Wilson confidence intervals for
proportions and 95% normal-theory Cls across trajectories for continuous metrics.

Archival Collapse t=3 (%) Collapse t=6 (%) Collapse t=10 (%) Tail Ret. t=6 (%) Mean Dk, (t=6) Tail Mass t=6 (%)
Regime

Unfiltered 100.00 [98.12,100.00]  100.00 [98.12,100.00]  100.00 [98.12,100.00] 0.00 [0.00,1.88] 0.1555 [0.1531,0.1578] 56.04 [55.36,56.72]
Scrape

Perplexity 100.00 [98.12,100.00]  100.00 [98.12,100.00] 100.00 [98.12,100.00] 0.00 [0.00,1.88] 0.1830 [0.1796, 0.1864] 39.24 [38.48,39.99]
Detector

Origin C2PA 98.50 [95.68,99.49]  100.00 [98.12,100.00]  100.00 [98.12,100.00] 0.00 [0.00,1.88] 0.1157 [0.1133,0.1181] 57.76 [56.88, 58.65]
Only

HO-PROV- 30.00 [24.07,36.68] 9.50 [6.17,14.36] 70.00 [63.32,75.93] 82.00 [76.09,86.71] 0.0406 [0.0392,0.0421] 91.63 [90.47,92.79]
Archive

[24.07,36.68] collapse) and 0.0406 [0.0392,0.0421] at ¢t = 6, restricting generation-6 collapse
t0 9.50% [6.17,14.36] and retaining 82.00% [76.09, 86.71] of tail cohorts (91.63% [90.47,92.79]
tail-mass ratio). By ¢t = 10, when raw web pollution reaches a9 = 0.87 and only 54.8 authen-
tic candidate documents remain per pool, HO-PROV-Archive Dy, rises to 0.0622 (70.00%
[63.32, 75.93] collapse, though still preserving 83.88% tail mass vs. 32.01% for unfiltered scrap-

ing).

. Matched-supply ablation (Myatchn = 120 admitted docs/gen). To verify that HO-
PROV-Archive’s advantage is not a sample-size artifact, we ran an 800-trajectory matched-
supply ablation at ¢ = 6 in which every architecture is subsampled to exactly 120.0 admitted
documents per generation. Under matched supply, Unfiltered Scrape (Dxi, = 0.1930, tail
mass 55.66%), Perplexity Detector (Dky, = 0.2447, tail mass 40.72%), and Origin C2PA
(Dk1, = 0.1797, tail mass 58.18%) all suffer 100.00% [98.12,100.00] collapse, whereas HO-
PROV-Archive achieves Dgr, = 0.0496 [0.0480,0.0512], 88.54% [87.41, 89.68] tail-mass reten-
tion, and 26.00% [20.41, 32.49] collapse.

. Break-even sensitivity to observer-lineage false acceptance (¢}, ). In our 1,200-
trajectory sensitivity sweep at ¢ = 6 across €.ns € {0.01,0.035,0.08,0.16,0.28,0.42}, HO-
PROV-Archive keeps collapse between 8.50% [5.37,13.19] and 14.00% [9.87,19.49] and tail
retention between 70.50% and 83.50% so long as eons < 0.16 (Dkp, < 0.0426). Once €gps
rises to 0.28 and 0.42, collapse surges to 26.50% [20.87,33.02] (Dky, = 0.0489) and 76.00%
[69.63, 81.39] (Dki1, = 0.0631), identifying an operational break-even range of €} . ~ 0.16-0.28.

. Metric-DP protection against observer topic inversion. Evaluating d,-privacy per-
turbation [2] and SHA-256 Merkle commitment trees over 64 topic centroids (N = 400 tri-
als/budget) against exact k-NN embedding inversion [23, 29] shows that while ¢ = 4.0 al-
lows 100.00% [99.05,100.00] exact topic inversion, setting € = 2.0 reduces exact inversion to
77.75% [73.42,81.55] while preserving 81.25% [77.13,84.77] coarse-domain Shapley routing
utility, and € = 1.0 (or € = 0.5) restricts exact k-NN inversion to 26.25% [22.18,30.77] (and
6.25% [4.27,9.06]).
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Corpus Collapse vs. Tail Knowledge Retention at Gen t=6 (N=300 Independent Streams)
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Figure 2: Comparison of Synthetic Autophagy Collapse Rate (lower is better) and Tail Factuality
Retention Rate (higher is better) across four archival curation regimes at recursive web generation
t = 6 (N = 200 independent trajectories per regime over shared 360-document candidate pools;
error bars indicate exact asymmetric 95% Wilson confidence intervals).

Mean KL Divergence D_KL(P_O || P_t) Across Recursive Web Generations (t=1..10)
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Figure 3: Scaling of mean Kullback—Leibler divergence Dk, (FPp || P;) x 100 across recursive synthetic
web generations t € {1,3,6,10}. Unfiltered replacement crawls, statistical perplexity detectors, and
origin-only C2PA checks suffer severe distributional drift as synthetic web pollution rises toward
87%, whereas HO-PROV-Archive reduces Dgy, through ¢t = 6 via cumulative provenance anchoring
before experiencing finite-supply pressure at ¢ = 10.
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6 Against the proposal: observer gullibility, clean-data backdoors,
and embedding leakage

Treating human-observer attested archival as a falsifiable hypothesis requires confronting four
counter-arguments in the research literature:

1. Human observer gullibility and sycophantic persuasion (Cheng et al. [7], Conlon
and Schwardmann [9], Sharma et al. [27]). As emphasized in our epistemic framing
and confirmed by our break-even sweep (e}, ~ 0.18), human readers are poorly calibrated
judges of whether text is Al-generated and are systematically swayed by sycophantic framing
[7, 9, 27]. If HO-PROV-Archive relied on human reading receipts alone, viral Al-generated

misinformation would easily cross the €, . = 0.18 failure threshold. Therefore, human witness

receipts must never be treated as standalone proofs of authorship; they must be paired with

W3C PROV-DM primary-root verification [16, 22], HALLMARK citation checking [24, 25], or

pre-2022 cryptographic timestamps.

2. Non-cryptographic persistence of poisoning backdoors (Goldwasser et al. [14],
Kaneko [17], Tran et al. [31]). Kaneko [17] prove that poisoning-based backdoors operate
via statistical feature correlations rather than cryptographic trapdoors, while Goldwasser
et al. [14] show that planted backdoors can be computationally undetectable from black-
box queries. Even if a document is genuinely written and vouched for by a human, an
adversarial contributor can embed clean-label triggers into open-source code or wiki articles
[18]. Consequently, provenance filtering must be complemented by spectral activation auditing
[31] during model training.

3. Selection bias and neglect of unbrowsed archival dark matter. If archival migration
depends on what humans browse during everyday work, contemporary topics will be over-
sampled while obscure pre-2022 archives (e.g., 1990s technical mailing lists or regional mono-
graphs) remain unvisited. Overcoming this requires actively routing Local Shapley bounties
[19, 35] toward under-sampled pre-2022 archival snapshots.

4. Semantic manifold alignment and embedding inversion risks (Li et al. [20], Morris
et al. [23], Song and Raghunathan [29]). Recording what a human reads creates a
severe privacy hazard if observer identities or reading embeddings are exposed. Morris et al.
[23] demonstrate that unperturbed text embeddings can be inverted to recover nearly exact
source text, and Li et al. [20] show that semantic manifold alignment attacks can defeat naive
orthogonal embedding obfuscation, while foundation-model representations leak sensitive user
attributes [3, 30]. Thus, observer clients must combine d,-privacy noise [2] with dummy-count
amplification [10] and zero-knowledge epoch credentials.

7 Scope constraints and throughput limitations

e Throughput ceiling of human-in-the-loop curation. Because HO-PROV-Archive is
bounded by aggregate human reading bandwidth, it is designed to curate high-density refer-
ence corpora, retrieval indices, and anchored accumulation shards [11], not to replace petabyte-
scale pretraining dumps overnight.

e Post-2022 unarchived primary observations. While pre-2022 archival snapshots have
deterministic chronological immunity to modern LLMs, verifying post-2025 primary field
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reports that lack institutional provenance graphs [16, 22| still relies on multi-witness human
co-attestation.

e Privacy—utility trade-off in metric-DP Shapley routing. As shown in our metric-DP
evaluation (e € [0.5,4.0]), suppressing exact k-NN topic inversion below 27% (e < 1.0) reduces
coarse-domain routing accuracy to 34.25%, requiring batch aggregation via dummy counts

[10].

8 Pre-registerable falsification protocol

Table 5 specifies six pre-registerable empirical tests designed to falsify the core claims of HO-PROV-

Archive.

Table 5: Six pre-registerable falsification protocols for Human-Observer Attested Web Archival.

Protocol Hypothesis Design and primary metrics  Falsified if
P1. Multi- Continual fine-tuning on Fine-tune open-weight 8B Rare-entity tail FActScore
generation tail HO-PROV-Archive shards models across 10 recursive recall drops by > 5
stability prevents tail collapse across  rounds where raw web pool  percentage points between
(Eq. 3) t = 10 generations [11, 28] contains 80% synthetic t=1and ¢t =10
paraphrases; measure
FActScore tail recall [21]
P2. SPARQLcirc + Inject 500 paraphrased Downstream RAG belief
Syndicated HALLMARK [16, 24] block  syndicated copies of an shifts by > 2% relative to a
echo viral rumor amplification uncorroborated claim single-instance baseline
deduplication even when 50 observers are  vouched by 50 human
fooled readers into a 10,000-doc
RAG index
P3. C2PA Layered pre-2022 Generate 1,000 synthetic Bot-signed synthetic

stripping &
bot-signing
resilience

P4. Observer

timestamp + PROV-DM
lineage blocks bot-signed
C2PA spam [13]

Primary-lineage verification

articles signed with valid

organizational C2PA keys
and 1,000 unsigned 1998

archival HTML pages

Present 300 human curators

admission exceeds 2.0% or
legacy human HTML
rejection exceeds 6.0%

Joint observer +

gullibility keeps joint false acceptance  with fluent LLM-fabricated =~ HALLMARK admission
red-team well below break-even technical articles containing rate €,ps exceeds 0.10
(€5s) (efs = 0.18) subtle hallucinated
citations [25]
P5. dy-privacy (e = 1.0) + Run vec2text and manifold  Adversary recovers exact
Embedding dummy-count batching alignment inversion attacks reading URLs or topic
inversion [2, 10] blocks text inversion  on 10,000 published centroids with top-1
defense [20, 23] Merkle-committed topic accuracy > 15%
embeddings
P6. Local Local Shapley bounties 30-day pilot with 200 Tail-cluster Xi,j coverage
Shapley tail [19, 35] double archival human archivists fails to improve by > 50%
coverage coverage of pre-2022 rare comparing flat per-page over flat rewards

clusters

rewards vs. Local Shapley
tail-novelty rewards
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9 Conclusion

As synthetic prose and automated pull requests saturate the public internet [18, 28], uncurated
web scraping and origin-only C2PA checks [13] cannot prevent recursive replacement collapse. At
the same time, human reading witnesses alone are insufficient because human readers routinely
fail to spot fluent synthetic text. By coupling Inalienable Human-in-the-Loop curation receipts [5]
with W3C PROV-DM primary-source lineage circuits [15, 16, 22], atomic citation auditing [21, 24],
and d,-private Merkle commitments [2], HO-PROV-Archive keeps continual corpora in the stable
accumulation regime of Gerstgrasser et al. [11], bounding simulated generation-6 collapse over
shared candidate pools to 9.50% [6.17,14.36] (mean Dgy, = 0.0406 [0.0392,0.0421], tail-mass ratio
91.63%) while retaining 82.00% [76.09, 86.71] of rare tail cohorts up to an observer-lineage break-
even range of €}, . ~ 0.16-0.28.

Use of Al tools

Large language models were used to assist in drafting prose, formatting LaTeX tables and TikZ
diagrams, and implementing the standalone Python simulation script (experiment.py). Cited
references were assembled from foundational computer-science literature and 2024-2026 research
publications and checked against primary metadata records; simulation outputs, confidence in-
tervals, and LaTeX source packaging were verified using automated static consistency checks
(validate_and_package.py).
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