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Abstract

Long-horizon personal provenance ledgers record signed agent state transitions across multi-
year lifecycles. Because replicated ledger traffic can be archived for future quantum crypt-
analysis, classical elliptic-curve primitives (X25519, Ed25519) face Harvest-Now, Decrypt-Later
(HNDL) exposure. Conversely, attaching NIST FIPS 203 ML-KEM-768 (2,272 B) and FIPS 204
ML-DSA-65 (3,309 B) artifacts to every commit inflates metadata to 5,693 B, fragmenting
constrained IEEE 802.15.4 Thread (127 B) and Matter (1,178 B) frames. This comparative
systems study evaluates how deployed hybrid post-quantum ratchets—Signal’s PQXDH and
Sparse Post-Quantum Ratchet (SPQR), Apple’s PQ3, and IETF MLS—adapt to split-plane
provenance ledgers via SPQR~chunked Merkle epoch amortization (SPQR-Merkle). Decoupling
an immutable structural provenance DAG from a KDF-ratcheted payload plane provides compu-
tational post-quantum forward secrecy and post-compromise security (PCS) under Module-LWE
and PRF assumptions when old epoch keys are zeroized. Across 5,400 simulated 64-commit ses-
sions (N = 600/cell), we measure an explicit exposure-window metric—the unezposed commit
fraction outside [tcomp,thea)—alongside payload/packet sizes, link fragmentation, and KDF
runtime. Per-commit hybrid PQ (B = 1) maximizes unexposed commits (98.07% [97.92,98.20])
and PCS healing (98.67% [97.39,99.32]), but requires 5,693 B/commit (56 Thread frames, 5
Matter messages). SPQR-Merkle (B = 16) cuts mean overhead by 12.1x to 468.8 B (485 B max
packet, 1 Matter message, 5 Thread frames) while trading an intra-epoch healing delay (85.81%
[85.46, 86.16] unexposed commits; 95.92% at B = 4).

1 Introduction

As autonomous personal agents increasingly mediate longitudinal records—including software com-

mit histories, health telemetry, and delegated capability contracts—cryptographic provenance ledgers
have become a primary accountability substrate [8, 11, 19]. Personal provenance Directed Acyclic

Graphs (DAGs) must preserve verifiable structural custody across multi-year lifecycles while repli-

cating state across mobile devices, threshold recovery shares [15], constrained IoT/Thread sensors,

and cloud backup enclaves [1, 5]. Any passive adversary who records encrypted replication streams

or stolen ciphertext snapshots today can archive them until a cryptographically relevant quan-

tum computer (CRQC) executes Shor’s algorithm against classical elliptic-curve Diffie-Hellman

(X25519) and signature (Ed25519) primitives—the Harvest-Now, Decrypt-Later (HNDL) threat

model [2, 13].



1.1 Deployed hybrid post-quantum ratchets and edge transport limits

The cryptographic community has already standardized and deployed production protocols that
address HNDL and post-compromise security (PCS) for asynchronous messaging. Signal’s PQXDH
[13] and Sparse Post-Quantum Ratchet (SPQR, Connell and Schmidt [6]) combine classical X25519/Double-
Ratchet steps with chunked, erasure-coded ML-KEM-768 (FIPS 203) ratchets so that multi-kilobyte
lattice keys are amortized and transmitted across multiple message turns without blocking low-
latency delivery. Concurrently, Apple’s iMessage PQ3 protocol [2] integrates initial PQC key estab-
lishment with periodic ML-KEM re-keying to bound compromise windows, while IETF RFC 9420
Messaging Layer Security (MLS, Barnes et al. [3]) provides tree-based epoch key ratcheting (TreeKEM)
with explicit forward secrecy and post-compromise healing across multi-device groups. In 2026,
Pham-Tuan et al. [14] extended this line of work with a provably secure sign-less hybrid authen-
ticated key exchange (HPQ-AKE) that replaces bulky per-turn post-quantum signatures with dual
KEM encapsulations, cutting handshake bytes by 56%.

When these ratcheting paradigms are applied to append-only personal provenance ledgers over
constrained edge transports, two concrete systems tensions emerge:

1. Exact NIST FIPS 203/204 byte budgets vs. IEEE 802.15.4 and Matter MTU
limits: Under NIST FIPS 203 and FIPS 204, an ML-KEM-768 public key (1,184 B) plus
ciphertext (1,088 B) consumes 2,272 B, and an ML-DSA-65 signature consumes 3,309 B.
Adding classical X25519+Ed25519 hybrid artifacts and framing headers (112 B) yields 5,693 B
per commit. In October 2026 empirical measurements of post-quantum session establishment
for Matter over Thread, Commey [5] demonstrated that IEEE 802.15.4 physical frames are
capped at 127 B (=~ 102 B usable 6LoWPAN payload) and single non-fragmented Matter
transport messages are capped at 1,178 B. Consequently, an unbatched 5,693 B per-commit
PQC payload fragments across 56 IEEE 802.15.4 frames and 5 Matter messages, amplifying
packet-loss stalls on noisy wireless links.

2. Computational crypto-shredding vs. structural provenance auditability: In mes-
saging protocols such as SPQR [6] and PQ3 [2], deleting old chain keys destroys the entire
transcript. In a provenance ledger, however, third-party auditors must still verify the causal
DAG topology and capability-lease signatures [8, 11] after sensitive personal payloads are
erased. Moreover, it is essential to state the cryptographic guarantee accurately: zeroizing an
epoch root key RK._; renders historical AES-GCM/ChaCha20 ciphertexts computationally
indistinguishable from random under the Module Learning With Errors (Module-LWE) and
pseudorandom function (PRF) assumptions—never information-theoretically secure, because
any short-key stream or block cipher remains breakable by unbounded brute-force search.

1.2 Scope and contributions of this comparative systems analysis

Rather than claiming a new cryptographic primitive beyond PQXDH/SPQR [6, 13], PQ3 [2], and
MLS [3], this article presents a rigorous comparative systems and byte-accounting evaluation of how
SPQR-style chunked KEM ratcheting and Merkle-batched ML-DSA-65 anchoring (SPQR-Merkle)
behave when adapted to split-plane personal provenance ledgers:

1. Comparative synthesis of deployed PQC ratchets and ledger requirements (Sec-
tion 2). We compare Signal PQXDH/SPQR [6, 13], Apple PQ3 [2], IETF MLS [3], HPQ-AKE
[14], and C2PA provenance manifests [11] across primitive sizes, healing granularity, and DAG
auditability (Table 1).

2. Exact byte-accounting and exposure-window equations (Section 3). We formulate



the split-plane HMAC-SHA256 KDF chain, derive the exact mean (468.8 B at B = 16) and
SPQR-chunked maximum (485 B) per-commit byte budgets including 128 B Merkle inclusion
proofs, and formalize the exposure window [tcomp, theal) between endpoint compromise teomp
and hybrid KEM healing tc, (Equations 1-4). We clarify that the simulated percentage is
an exposure-window metric (the fraction of session commits outside [tcomp, theal)), N0t & prob-
ability that ML-KEM-768 is cryptographically secure, and that our KDF /byte-accounting
simulation does not constitute a formal symbolic or computational proof of the composed
protocol.

3. Mechanistic KDF ratchet benchmark, protocol trace edge cases, and fragmen-
tation evaluation (Sections 4-5). We execute real HMAC-SHA256 root/chain KDF
ratchets, protocol trace edge cases (erased-state Merkle verification, dropped SPQR frag-
ment retransmission, and stale-epoch commit rejection), and binary Merkle tree construc-
tions in Python (experiment.py) across 5,400 64-commit sessions (N = 600/cell), compar-
ing Classical Ed25519/X25519, Static Hybrid PQ, Per-Commit Hybrid PQ (B = 1), and
SPQR-Merkle (B € {1,4,8,16,32}) under uniformly sampled endpoint compromises tcomp
and IEEE 802.15.4 frame loss sweeps pioss € [0.00,0.15] (Tables 2-4, Figures 2-3).

4. Counter-evidence, C2PA revocation limits, and falsification protocol (Sections 6—
8). We examine why Per-Commit PQ strictly dominates SPQR-Merkle on raw PCS security
when bandwidth is unconstrained, analyze C2PA revocation vulnerabilities [11], and define
six falsification protocols (Table 5).

2 Comparative analysis of deployed post-quantum ratchets and
provenance planes

Adapting post-quantum ratcheting to a personal provenance ledger requires separating structural
custody (which principal or capability lease authorized a state transition [7-9]) from payload confi-
dentiality (the sensitive personal data read or written during that transition). Table 1 compares how
production cryptographic protocols and 2025-2026 provenance frameworks address five operational
requirements.

As summarized in Table 1, the design of SPQR-Merkle directly mirrors the engineering trade-offs
established by Signal’s SPQR [6], Apple’s PQ3 [2], and IETF MLS [3]. When an autonomous agent
operates under capability-enforced sandboxing [4, 16, 17] and records signed actions into an audit
log [18, 19], every tool invocation generates a provenance commit. On unconstrained datacenter
fiber, executing a fresh ML-KEM-768 encapsulation and ML-DSA-65 signature on every commit
(B =1) is strictly optimal for security because it minimizes the post-compromise healing window
to a single turn. On constrained Matter-over-Thread or mobile edge links [5], however, amortizing
the lattice artifacts across B = 16 commits via SPQR-style chunking and Merkle inclusion proofs
prevents link-layer fragmentation stalls at the explicit cost of a wider intra-epoch compromise
window. Figure 1 illustrates this split-plane architecture.



Table 1: Comparison of production post-quantum ratcheting protocols and provenance ledger mech-

anisms.
Requirement Canonical Protocol / Operational trade-off Primary
construct Ledger grounding
mechanism
HNDL & Dual-PRF PQXDH / PQ3  Computational security holds if (2, 3, 13]
classical hybrid KEM / MLS either Curve25519 or
fallback combiner (X25519 @ Module-LWE remains hard; adds
security ML-KEM-768) 2,272 B per KEM step
Sub-MTU Erasure-coded ~ SPQR chunking Spreads 5,709 B epoch anchor [5, 6, 14]
packet sizing KEM chunking + HPQ-AKE across B commits (485 B max
on edge links & sign-less intra-epoch tags packet at B = 16), fitting 1,178 B
MACs Matter MTU
Batch Binary Merkle  Amortized Replaces B separate 3,309 B (3, 8, 11]
signature inclusion tree Ed25519 ¢ lattice signatures with 1 anchor
verification (M,) ML-DSA-65 + signature + [log, B] x 32 B leaf
128 B proof path
Post-erasure Split-plane Structural DAG ~ Merkle leaf binds SHA256(C. ;); [1, 10, 19]
structural hash header H. ; vs.  zeroizing mk. ; computationally
auditability commitment AEAD payload  shreds payload while H, ; stays
Ce,j verifiable
Post- Periodic fresh Per-commit B =1 heals immediately on (2, 3, 6]
compromise ML-KEM (B=1) vs. commit teomp + 1; B = 16 leaves
healing (PCS)  encapsulation Epoch ratchet up to B — 1 intra-epoch commits

(B = 16)

exposed before re-encapsulation
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Figure 1: Architecture of the SPQR-Merkle split-plane provenance ratchet. At each epoch boundary
e, the root key RK, advances via a hybrid X25519 & ML-KEM-768 KDF step [2, 6], and RK._; is
zeroized in memory [1]. Within epoch e, B consecutive agent commits derive per-commit message
keys mke ; via a one-way HMAC-SHA256 chain, attach 112 B symmetric authentication tags [14]
plus 128 B Merkle inclusion paths, and spread the 5,709 B hybrid epoch anchor across the B packets

(485 B max packet at B = 16).



3 Formal byte-accounting and computational security model

We model a personal provenance ledger over Nyt = E - B sequential state-transition commits
partitioned into E epochs of batch size B > 1. Our formalism follows the dual-PRF combiner
analysis of PQXDH/SPQR [6, 13] and PQ3 [2].

3.1 Hybrid KEM epoch ratchet and one-way intra-epoch chain

Let RK._1 € {0,1}?5 denote the root key at the close of epoch e — 1. To initiate epoch e,
the communicating ledger replicas perform a hybrid encapsulation combining classical X25519
(ssECPH ¢ 10,1}256) and NIST FIPS 203 ML-KEM-768 (ssK®M ¢ {0,1}256). The new epoch
root key RK. and initial chain key CK, are derived via an HMAC-based key derivation function
(HKDF-SHA256):

(RKe, CKeo) = HKDF(RK, 1, ssEPH || ssEM | etxct, ), (1)

where ctxt, binds the structural Merkle root M._; of the preceding epoch. Immediately after eval-
uating Equation (1), the memory buffers holding RK._1, sseECDH, and ssXFM are overwritten with
zeros [1]. Under the standard dual-PRF assumption, (RK., CK. ) is computationally indistinguish-
able from uniform random against any probabilistic polynomial-time (or quantum polynomial-time)
adversary provided either the PRF-ODH assumption on Curve25519 or the IND-CCA2 security of
ML-KEM-768 (under Module-LWE) holds [2, 13].

Within epoch e, each commit j € {1, ..., B} steps the symmetric chain key via one-way HMAC-

SHA256 evaluation and immediately zeroizes CK, ;_1:

CKE,]' = HMAC—SHA256(CK6J,1, OXOl), mkw- == HMAC—SHA256(CK67]',1, 0x02 || ide,j)~
(2)
The derived message key mk, ; encrypts the sensitive personal payload P, ; via authenticated encryp-
tion into Cej = AEADnk, ;(Pej; Hej). We emphasize that zeroizing mk, ; and CK, ;1 provides
computational forward secrecy (bounded by the security of the AEAD scheme, HMAC-SHA256 as
a PRF, and ML-KEM-768), not information-theoretic secrecy.

3.2 Exact FIPS 203/204 and Merkle inclusion byte accounting

To ensure exact alignment between theoretical equations and packet-level benchmarks, we account
for every byte required to verify an individual commit (e, j):

e Per-commit symmetric authentication and header (Qsym = 112 B): Comprises a 32 B
commit identifier, 32 B parent state hash, 16 B capability-lease digest [8], and 32 B HPQ-AKE
MAC tag [14].

o Per-commit Merkle inclusion proof (Qujekie(B) = 128 B for B > 1, or 0 B for
B =1): When an epoch signature is amortized over B commits, verifying that commit (e, j)
belongs to the signed epoch root M, requires a binary Merkle inclusion path of depth [log, B]
(4 x 32 =128 B at B = 16, or fixed 128 B padded proof descriptor in our wire format).

o Epoch hybrid KEM and signature anchor (Q,nchor = 5,709 B): Comprises the NIST
FIPS 203 ML-KEM-768 public key (1,184 B) + ciphertext (1,088 B) = 2,272 B, the NIST
FIPS 204 ML-DSA-65 signature (3,309 B), and the classical X25519 + Ed25519 hybrid
keys/signatures + epoch header (128 B).



Thus, for an epoch batch size B > 1, the exact mean cryptographic overhead per commit Q(B)
and the SPQR-chunked maximum packet size QSPQR(B) (when the 5,709 B epoch anchor is sliced

max

into B equal chunks of [5,709/B] B plus a 16 B erasure-coding header [6]) are given by:
5,709

— 5,709
Q(B) = 112 + OQuerkie(B) + B, QRI(B) = 112 + Qvtere(B) + [

5 i | + 168,

(3)
Evaluating Equation (3) at B = 16 yields Q(16) = 112 + 128 + 356.81 = 596.8 B if the full 128 B
Merkle path is transmitted inline on every turn, or Q(16) = 112 + 356.81 = 468.8 B/commit
(QSPAR(16) = 485 B) when sibling hashes are reconstructed at the epoch boundary and the 128 B

max

inclusion proof is stored once in the epoch header. In both cases, Q5PQR(16) = 485 B fits comfort-

ably inside a single 1,178 B Matter message (1 message vs. 5 for unbatched PQ) and requires only
[485/102] = 5 IEEE 802.15.4 6LoWPAN frames (vs. 56 frames for unbatched Per-Commit PQ [5]).

3.3 Compromise event t.,,,, healing event t},, and exposure-window metric

To avoid any ambiguity between cryptographic primitive hardness and protocol ratcheting granu-
larity, we define the compromise and healing events explicitly:

« Compromise event (tcomp): At a uniformly sampled commit index tecomp € {1,..., Niot},
a transient endpoint memory read leaks the active process state (RKe, CKe j.,..,~1) of epoch
e = [teomp/B] at intra-epoch position jeomp = ((tcomp — 1) mod B) + 1. Because all prior
chain keys CK¢; (j < jeomp — 1) and prior epoch root keys RK./ (¢’ < e) have already been
zeroized via one-way HMAC/HKDF transitions (1)-(2), historical commits ¢ < tcomp remain
outside the compromise window.

« Healing event (fhea1): Because intra-epoch transitions j = jeomp, - - ., B advance determin-
istically from CK j,,,—1 without fresh lattice encapsulation, the adversary can compute all
remaining message keys in epoch e until the next fresh hybrid ML-KEM-768 encapsulation
completes at epoch e + 1 (commit index e - B + 1 4+ Ajoss(B), where Ajss(B) is any retrans-
mission delay caused by dropped IEEE 802.15.4 frames during KEM chunk delivery). Thus
theal = min(Ntot +1,e-B+1+ A]OSS<B)).

The **unexposed commit fraction™ Synexp(B) is an *exposure-window metric* measuring the
fraction of total session commits that fall strictly outside the compromise interval [tcomp, theal):

Sunexp(B) -1 _ 75heal - tcomp -1 min(Ntot - tcomp + 17 (B - jcomp + 1) + Aloss(-B)> ‘ (4)
Ntot Ntot

We emphasize that Synexp(B) measures protocol exposure-window granularity conditioned on stan-
dard Module-LWE and PRF security; it is not a probability that ML-KEM-768 is cryptographically
secure. Under ideal links (Ajpss = 0), Per-Commit Hybrid PQ (B = 1) exposes only 1/Nio com-
mits (98.44% unexposed commits on a 64-commit session), strictly outperforming B = 16 (86.37%
unexposed commits) on PCS granularity while incurring a 12.1x higher byte overhead.

4 Protocol architecture and parameter provenance

To evaluate SPQR-Merkle alongside standard baselines without conflating architectural layers, Ta-
ble 2 summarizes the maturity of each subsystem, and Table 3 documents the provenance of all
parameters in experiment.py.



Table 2: Readiness and operational trade-offs of post-quantum provenance subsystems.

Subsystem Maturity Supporting published evidence Operational bottleneck

Hybrid Standardized Deployed in Signal PQXDH/SPQR  Unchunked 2,272 B KEM exchange

X25519 @ (FIPS 203) [6, 13], Apple PQ3 [2], and + 3,309 B ML-DSA-65 exceeds

ML-KEM-768 Matter-over-Thread benchmarks [5] 127 B IEEE 802.15.4 and 1,178 B
Matter MTUs

SPQR Production  SPQR erasure-codes KEM artifacts Intra-epoch symmetric ratcheting

chunking & / Validated  across turns [6]; HPQ-AKE cuts delays post-compromise healing by

HPQ-AKE tags

Split-plane
Merkle
provenance
CHERIoT
capability
zeroing

Prototype
validated

Silicon
validated

handshake bytes by 56% [14]

TreeKEM/MLS epoch trees [3];
capability envelope binding [8, 19]

CHERIoT hardware-enforced
bounds and temporal memory
zeroing [1, 17]

up to B — 1 commits after state
leakage

Third-party non-repudiation of
commit (e, j) awaits completion of
the B-commit epoch signature >,
Does not prevent semantic leakage
if plaintext payloads are indexed
into unencrypted RAG stores [12]

Table 3: Parameter provenance and byte-accounting audit for Milestone 20 (experiment.py).

Parameter / Value / Provenance Empirical / Standards Justification
Primitive Range Class
ML-KEM-768 pk 1,184 + Standards- Exact NIST FIPS 203 parameter set for
+ ct size 1,088 = exact ML-KEM-768 [5, 6]
2,272 B
ML-DSA-65 3,309 B Standards- Exact NIST FIPS 204 parameter set for
signature size exact ML-DSA-65 [5]
Thread / Matter 127 B (102 B Literature- Exact IEEE 802.15.4 physical frame and Matter
MTU bounds payload) / calibrated single-message boundary from Commey [5]
1,178 B
HMAC-SHA256 64 com- Mechanistically Real Python hashlib.sha256 and hmac execution
KDF & Merkle mits/session, executed timed via time.perf_counter_ns()
tree N = 600/cell
Compromise teomp ~ Assumed / Uniform single-point state breach per session;
index teomp & U{1..64}; Swept frame-loss sweep evaluates fragmentation
frame 10ss Pioss Ploss € retransmission delay
[0,0.15)




5 Empirical evaluation and comparative benchmarks

We executed a reproducible cryptographic systems benchmark (experiment.py) evaluating 5,400
64-commit personal provenance sessions (N = 600 sessions per cell across four baseline architectures
at B = 16 and five batch sizes B € {1,4, 8,16, 32}, totaling 345,600 individual KDF commit transi-
tions). In every session, actual HMAC-SHA256 root/chain KDF steps and binary SHA256 Merkle
trees are computed and timed, an HNDL quantum observer archives all network ciphertexts, and an
endpoint memory breach occurs at a uniformly sampled commit tcomp € {1,...,64} under baseline
IEEE 802.15.4 frame loss piess = 0.02. In addition, run_protocol_trace_edge_cases() deter-
ministically verifies three protocol boundary invariants: (i) third-party verification of 128 B Merkle
inclusion paths after complete zeroization of the payload message key mk ;, (ii) pre-compromise key
zeroization blocking retroactive decryption of ¢ < tcomp, and (iii) immediate rejection of stale-epoch
commits replayed after epoch boundary advancement.

5.1 Compared architectures

o Classical Ed25519 4+ X25519 (classical_ed25519): Performs classical X25519/Ed25519
ratcheting (112.0 B/commit, 2 Thread frames, 1 Matter message, 188.96 us [186.07,191.85]
KDF runtime per session). Fast and compact, but 0.00% [0.00,0.01] of commits remain
unexposed once recorded X25519 handshakes are broken via Shor’s algorithm under HNDL.

o Static Hybrid PQ (static_hybrid_pq): Establishes a static X25519 @& ML-KEM-768 ses-
sion key at ¢ = 0 without intra-session key zeroing or PCS ratcheting (144.0 B/commit,
181.71 s [179.43,183.99] runtime). Resistant to passive HNDL alone, but a single endpoint
memory breach at any tcomp € {1,...,64} exposes the static key and compromises 100% of
past and future session commits (0.00% [0.00, 0.01] unexposed commits under joint HNDL +
endpoint breach).

o Per-Commit Hybrid PQ (per_commit_pqg, B = 1): Executes a fresh X25519ML-KEM-768
encapsulation and Ed25519@ML-DSA-65 signature on every single commit (5,693.0 B/commit,
56 Thread frames, 5 Matter messages, 183.12 ps [180.47,185.77) KDF runtime).

o« SPQR-Merkle Amortized Ratchet (spqr_merkle_batch, B € {1,4,8,16,32}): Exe-
cutes the one-way HMAC-SHA256 intra-epoch chain (2) for B commits, builds a binary
Merkle tree over the B commit leaves, and spreads the 5,709 B hybrid ML-KEM-768 +
ML-DSA-65 + Merkle anchor across the B commits via SPQR chunking (3).

5.2 Quantitative findings and sensitivity analysis

Table 4 and Figures 2-3 demonstrate three concrete systems findings:

1. Per-Commit Hybrid PQ (B = 1) maximizes the unexposed commit fraction when
bandwidth is unconstrained. Because per_commit_pq injects fresh ML-KEM-768 en-
tropy on every commit, a state compromise at tcomp exposes only the single compromised
commit (plus 143 multi-frame retransmission stall events across 600 sessions when a 56-
frame payload drops on the wireless link), achieving 98.07% [97.92,98.20] unexposed com-
mits (37,657/38,400) and 98.67% [97.39,99.32] post-compromise session healing (592/600).
However, it requires 5,693.0 B per commit (56 IEEE 802.15.4 frames and 5 Matter messages).

2. SPQR-Merkle (B = 8 and B = 16) eliminates Matter fragmentation at an explicit
intra-epoch exposure trade-off. Amortizing the hybrid lattice anchor across B = 8 com-



Table 4: Comparative benchmark results across 64-commit provenance sessions (N = 600 sessions
/ 38,400 commits per cell at pjoss = 0.02). Bracketed intervals [lo, hi] denote exact asymmetric two-
sided 95% Wilson confidence intervals for proportions and 95% normal-theory intervals for Python
KDF-+Merkle runtime.

Ledger Unexposed Commits (%) PCS Healed (%) KDF Time (pus) Mean / Max (B) Thread Matter
Architecture

Classical 0.00 [0.00,0.01] 0.00 [0.00,0.64] 188.96 [186.1,191.9] 112.0 / 112 2 1
Ed25519

Static Hybrid 0.00 [0.00,0.01] 0.00 [0.00,0.64] 181.71 [179.4,184.0] 144.0 / 144 2 1
PQ

Per-Commit PQ 98.07 [97.92,98.20] 98.67 [97.39,99.32] 183.12 [180.5,185.8] 5693.0 / 5693 56 5
(B=1)

SPQR-Merkle 95.92 [95.72,96.12]  91.67 [89.18,93.62] 294.72 [289.5,299.9] 1539.2 / 1556 16 2
(B—1)

SPQR-Merkle 92.71 [92.45,92.97]  89.67 [86.97,91.86]  268.77 [264.1,273.4] 825.6 / 842 9 1
(B=8)

SPQR-Merkle 85.81 [85.46,86.16]  78.50 [75.04,81.60] 255.87 [251.1,260.6] 468.8 / 485 5 1
(B=16)

SPQR-Merkle 74.16 [73.72,74.59]  48.67 [44.69,52.66] 218.87 [215.1,222.7] 290.4 / 307 4 1
(B=32)

mits reduces mean overhead by 6.9x to 825.6 B (842 B max chunked packet, fitting inside a
single 1,178 B Matter message and 9 Thread frames) while preserving 92.71% [92.45,92.97]
unexposed commits and 89.67% [86.97,91.86] PCS session healing. At B = 16, mean over-
head drops by 12.1x to 468.8 B (485 B max packet, 5 Thread frames, 1 Matter message, 18
delayed ratchet events vs. 143 for B = 1) with 255.87 us [251.12,260.63] measured Python
KDF+Merkle execution time per 64-commit session; because intra-epoch commits between
tcomp and the next multiple of 16 share the compromised chain key CK, ;, the unexposed
commit fraction is 85.81% [85.46,86.16] (78.50% [75.04,81.60] healed sessions in the base-
line B = 16 architecture comparison, and 85.56% [85.20, 85.91] unexposed commits / 70.83%
[67.07,74.33] healed sessions in the independent batch-scaling sweep, as compromises occur-
ring in the final 16-commit epoch cannot heal before session end Ny = 64).

3. Wireless frame-loss sensitivity sweep (pioss € [0.00,0.15]). Sweeping IEEE 802.15.4
frame loss from 0% to 15% at B = 16 shows that per_commit_pq (56 frames/commit) suffers
a 9.37 percentage-point drop in unexposed commits due to multi-frame retransmission delays
during PCS recovery (falling from 98.44% [98.25,98.60] at pioss = 0.00 to 97.99% [97.78, 98.18]
at 0.02, 97.20% [96.95,97.42] at 0.05, 94.84% [94.52,95.15] at 0.10, and 89.07% [88.62, 89.50]
at 0.15), whereas SPQR-Merkle (B = 16, 5 frames/commit) degrades by only 4.15 percentage
points over the same range (86.37% [85.88,86.85] at pioss = 0.00 to 82.22% [81.67,82.75] at
Ploss = 015)

10
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Figure 2: Comparison of Unexposed Commit Fraction (outside [tcomp, theal)) and Post-Compromise
Healed Sessions across four cryptographic ledger architectures (N = 600 64-commit sessions per cell
at ploss = 0.02; error bars indicate exact asymmetric 95% Wilson confidence intervals). Per-Commit
PQ maximizes PCS healing at 5,693 B/commit, whereas SPQR-Merkle (B = 16) cuts bandwidth
by 12.1x (468.8 B/commit) while trading an intra-epoch exposure window.

Exposure-Window vs. Wire-Overhead Trade-Off Across Epoch Batch Size B in {1..32}
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Figure 3: Trade-off between Unexposed Commit Fraction and Post-Compromise Healed Sessions

across SPQR-Merkle epoch batch sizes B € {1,4,8,16,32}. Batch sizes B € [8, 16] fit every commit
inside a single 1,178 B Matter message while bounding intra-epoch compromise exposure.
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6 Counter-evidence, C2PA revocation gaps, and finality delays

A balanced engineering assessment must highlight three structural limitations where epoch-amortized
post-quantum ratcheting is either unnecessary or insufficient:

1. Unconstrained transports should use Per-Commit Hybrid PQ (B = 1) or MLS per-
turn commits. As Table 4 makes clear, whenever agents communicate over high-bandwidth
datacenter or desktop TCP/QUIC links where 5.7 KB per commit is negligible, batching
(B > 1) strictly widens the post-compromise exposure window (85.81% vs. 98.07% unexposed
commits at B = 16) without providing a meaningful latency advantage. Epoch batching is
justified specifically when link-layer MTUs (such as 127 B IEEE 802.15.4 Thread frames or
1,178 B Matter payloads [5]) or constrained flash storage budgets prohibit per-turn lattice
artifacts.

2. Revocation and backdating vulnerabilities in static C2PA manifests (Golaszewski
et al. [11]). While SPQR-Merkle provides forward-secret key ratcheting for internal ledger
epochs, exporting provenance manifests to external verifiers via the Coalition for Content
Provenance and Authenticity (C2PA) standard re-introduces static signature vulnerabilities.
Golaszewski et al. [11] prove via formal verification that C2PA specifications suffer from
revocation-status and timestamp-binding gaps: an adversary who compromises an endpoint
during epoch e can sign a backdated manifest claiming pre-compromise creation unless every
epoch Merkle root M, is cross-anchored into an external witnessing log.

3. Third-party non-repudiation delay within an open epoch (j < B). During commits
j=1,...,B—1, SPQR-Merkle authenticates turns using 112 B symmetric HPQ-AKE MAC
tags [14] and transmits 1/B chunks of the ML-DSA-65 signature. While symmetric MACs
authenticate the peer within a two-party channel, third-party non-repudiation (proving au-
thorship of commit j = 3 to an external judge if the device loses power before j = B) is
delayed until all B chunks of the epoch anchor ¥, arrive.

4. Semantic RAG indexing bypasses ciphertext crypto-shredding (Elina [10], Itkin
[12]). Zeroizing mk, ; makes the AEAD ciphertext C. j computationally unrecoverable. How-
ever, if an agent harness indexes decrypted payloads into a persistent vector database or
long-term memory graph [12], the dense embeddings retain recoverable plaintext semantics
unless vector indices are synchronously purged upon epoch key erasure.

7 Limitations

e KDF and byte-accounting simulation versus formal cryptographic security proof.
Our Python benchmark (experiment.py) executes real HMAC-SHA256 chains and binary
SHA256 Merkle trees while modeling exact FIPS 203/204 byte budgets and link-layer frag-
mentation windows. However, a KDF and byte-accounting simulation is not a formal sym-
bolic (e.g., Tamarin/ProVerif) or game-based computational security proof of the composed
split-plane protocol; component security relies on the published reductions of PQXDH/SPQR
6, 13], PQ3 [2], and HPQ-AKE [14].

o Python KDF /Merkle timing versus hardware lattice execution. Our benchmark
measures Python KDF and Merkle tree construction overhead (181.7-337.4 us per 64-commit
session) while modeling exact FIPS 203/204 byte sizes (2,272 B and 3,309 B). On physical
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Cortex-M33 or RISC-V CHERIoT microcontrollers [1, 5], ML-KEM-768 and ML-DSA-65
polynomial arithmetic adds 1.5-8.0 ms of CPU execution per epoch boundary.

e Irreversible data loss under premature key zeroization. Because computational
crypto-shredding permanently destroys the ability to decrypt Ce; once RK, and mk, ; are
overwritten, software bugs that trigger premature zeroization cause unrecoverable loss of the
raw payload plane unless Shamir threshold key shares [15] are escrowed offline.

o Single-session compromise horizon (Ny = 64). In a finite 64-commit session, any
compromise occurring in the final epoch (tcomp € [49, 64] at B = 16) has no subsequent epoch
e 4+ 1 in which to heal, capping the raw fraction of healed sessions at (64 — B)/64 = 75%.
Over longer horizons (Niot > B), the healed-session ratio approaches 1 — B/Niog.

8 Pre-registerable falsification protocol

Table 5 defines six pre-registerable tests designed to falsify the bandwidth, fragmentation, and
computational security claims of SPQR-Merkle.
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Table 5: Six pre-registerable falsification tests for SPQR-Merkle provenance ratcheting.

Protocol

Hypothesis

Design and primary metrics

Falsified if

P1. Matter &
Thread frame
budget (Eq. 3)

P2. Forensic
memory
zeroization

P3.
Post-erasure
structural
DAG
verification

P4. Empirical
PCS blast
radius (Eq. 4)

P5. C2PA
external
witness

binding

P6.
Synchronized
RAG
embedding
purge

SPQR-Merkle at B = 16
keeps max packet size

< 485 B (1 Matter message,
< 5 Thread frames)

CHERIoT capability
zeroing [1] leaves zero
recoverable RK._; or mk, ;
bitstrings after epoch
transition

Structural headers H, j,
128 B Merkle paths, and
ML-DSA-65 anchors M,

verify after mk, ; erasure

State leakage at tcomp
exposes at most

B - jcomp +1+ Aloss
commits before
ML-KEM-768 healing
Cross-anchoring epoch
roots M, into an
append-only witness log
blocks backdated manifest
forgery [11]

Purging vector-store
embeddings synchronously
with RK._; prevents
semantic membership
inference [12]

Capture wire packets across
5,000 commits on an

IEEE 802.15.4 / Matter
testbed [5] with

FIPS 203/204 payloads
Dump full process RAM
across 1,000 epoch
transitions after

Equation (1) zeroization;
scan for prior key bytes
Zeroize 50% of historical
epoch keys across a
10,000-commit ledger; run
third-party structural
verifier over all commits
Inject full state extraction
at teomp = 20 across 600
64-commit sessions; test key
distinguishability on epochs
e # [20/B]

Attempt 500 backdated
C2PA manifest injections
using keys compromised in
epoch e + 1 against
witnessed M, roots

Run black-box query
membership inference
against the agent RAG
store after epoch e — 1
zeroization

Max per-commit wire
payload exceeds 500 B or
triggers > 1 Matter message
per commit at B = 16

Any complete or partial key
bitstring from epoch e — 1
is recovered from
post-transition memory
dumps

Any valid historical Merkle
inclusion path or hybrid
epoch signature ¥, fails
verification after payload
key erasure

Adversary derives any
message key mkes ; in prior
epochs e’ < e or
post-healing epochs €’ > e

Any backdated manifest
lacking a pre-compromise
witness inclusion proof is
accepted by the verifier

Membership inference
AUROC on zeroized epoch
payloads exceeds 0.52
(random baseline = 0.50)

9 Conclusion

Migrating long-horizon personal provenance ledgers to post-quantum cryptography requires balanc-
ing the 5,693-byte per-commit overhead of NIST FIPS 203/204 lattice primitives against the post-
compromise healing delay of epoch batching. By adapting Signal’s SPQR chunked KEM ratcheting
[6], Apple’s PQ3 re-keying [2], and IETF MLS tree ratchets [3] to a split-plane Merkle provenance
DAG, SPQR-Merkle (B = 16) compresses mean per-commit metadata by 12.1x to 468.8 B (485 B
maximum packet, fitting inside a single 1,178 B Matter message and 5 IEEE 802.15.4 frames [5])
while keeping 85.81% [85.46,86.16] of session commits outside the compromise exposure window
(95.92% [95.72,96.12] at B = 4) under joint HNDL observation and endpoint state breach. Where
link bandwidth is unconstrained, Per-Commit Hybrid PQ (B = 1, 98.07% [97.92, 98.20] unexposed
commits) remains the security optimum; on constrained edge transports, B € [8,16] provides a
transparent, byte-exact Pareto frontier.
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Use of Al tools

Large language models were used to assist in drafting prose, formatting LaTeX tables and TikZ
diagrams, and implementing the standalone Python simulation script (experiment.py). Cited
references were assembled from foundational computer-science literature and 20242026 research
publications and checked against primary metadata records; simulation outputs, confidence in-
tervals, and LaTeX source packaging were verified using automated static consistency checks
(validate_and_package.py).
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