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Abstract

When a human principal delegates long-horizon stewardship to a personal autonomous agent,
what happens when the human suffers incapacitation, coercion, or death? In current runtimes,
an unattended agent holding ambient bearer credentials either continues executing unmonitored
state-mutating actions indefinitely (the “zombie agent” hazard) or exposes unencrypted episodic
memory to whoever gains device custody. Conversely, naive prompt wills and primary-node
deletion fail when derived summaries leave unscrubbed trails across the episodic graph, while
static secret sharing allows c ≥ t colluding trustees to reconstruct the estate while the principal
is still alive. In this design and position paper, we formalize post-incapacitation continuity as
a cryptographically enforced state-transition automaton separating capability revocation, taint-
edge provenance key deletion, and dual-custody enclave release (Kheir = Ktrustees +Kenclave mod
p). Upon lease expiry or duress signaling, the automaton transitions through GraceHold into
read-only Quiescent mode, zeroing the volatile key Kephem encrypting primary secrets and their
taint-reachable descendants while holding Kenclave behind a living-principal veto. Across 1,600
simulated provenance-DAG and 127-bit Mersenne prime F2127−1 Shamir episodes (t = 5, n = 9,
c ∈ {2, 4, 5, 6}), our model reduces breach at c = 4 from 94.00% [91.23, 95.94] (bearer), 50.50%
[45.62, 55.37] (prompt will), and 17.75% [14.32, 21.80] (static Shamir) to 0.50% [0.14, 1.80] (and
1.50% [0.69, 3.23] vs. 64.50% [59.69, 69.03] under c = 5 collusion) with 93.25% [90.36, 95.32]
archival continuity.

1 Introduction: Authority Mortality and the Zombie-Agent Haz-
ard

As personal artificial intelligence assistants evolve from stateless query interfaces into persistent,
memory-augmented agents that manage financial accounts, health records, scientific notebooks,
and institutional commitments over years [5, 11, 14, 27], a foundational systems design question
arises: how must an agent’s execution authority and episodic memory behave when its biological
principal becomes incapacitated, coerced, or deceased? In classical AI alignment, the corrigibility
and off-switch literature [16, 22] studies whether a rational agent has incentives to disable its
own shutdown button. In practical systems engineering, however, an equally urgent failure mode
is authority immortality: an autonomous agent whose execution credentials outlive its human
principal’s capacity to supervise, interrupt, or revoke it [4, 15, 17].
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1.1 Three structural failures of unmanaged runtimes, prompt wills, and static
escrow

Today’s deployed agent frameworks lack a formal post-incapacitation state machine, creating three
acute security and fiduciary failures:

First, unbounded “zombie” actuation via ambient bearer credentials. Most open-source and
commercial agent runtimes store long-lived OAuth refresh tokens, API keys, and SSH credentials
as ambient bearer strings rather than least-privilege capability descriptors [2, 10, 20]. As recent
governance audits demonstrate, long-horizon agent deployments suffer from progressive governance
decay [5] and lack deterministic runtime revocation gates [17, 27]. If a human principal is hospi-
talized or passes away while autonomous cron workflows, financial rebalancing loops, or external
tool-calling pipelines are active, the unattended “zombie agent” continues mutating external state
and signing transactions with zero human oversight [4, 15].

Second, contextual-integrity collapse and derived provenance trail leakage. Under Helen Nis-
senbaum’s theory of Privacy as Contextual Integrity [19], privacy is governed by context-relative
informational norms specifying which actors may transmit which attributes to which recipients
under which transmission principles. When a principal designates heirs, executors, or research
colleagues to inherit parts of their digital estate, some records (such as scientific notebooks, tax
chronicles, or family history) are intended for archival succession, whereas others (such as intimate
medical confidences, third-party secrets, or raw authentication credentials) must be permanently
forgotten. Instructing an LLM via a natural-language “system prompt will” to filter sensitive
records before answering an heir’s queries fails for two reasons: (i) generative models frequently
violate contextual integrity under multi-turn interrogation or prompt injection when not backed
by deterministic Dual-View memory isolation [9, 23], and (ii) even when primary secret nodes are
deleted from a memory database upon incapacitation, indirect reasoning summaries, scratchpad re-
flections, and downstream tool outputs derived from those secrets remain embedded as unscrubbed
contextual trails across the episodic graph! Conversely, if a scrubber naively deletes every down-
stream node that ever shared a conversation session with an ephemeral secret, it destroys a large
fraction of the principal’s legitimate archival chronicles.

Third, premature quorum collusion and coercion under static secret sharing. To avoid single-
custodian key compromise, a natural cryptographic primitive is (t, n) Shamir secret sharing [21],
splitting the estate decryption key across n trustees so that any t shares reconstruct the secret. Yet
in a static Shamir escrow without a hardware-attested liveness state machine or timed commitment
[3], any colluding coalition of c ≥ t trustees can pool their shares while the biological principal is
still alive and healthy to prematurely decrypt the estate! Similarly, if a living principal is subjected
to physical coercion, static key escrow lacks a deterministic duress-key transition to silently shred
ephemeral state.

1.2 Contributions of this design and position paper

We synthesize capability-based security [8, 10, 26], verifiable revocation [15, 17], taint-scoped prove-
nance graphs [9, 23], and threshold cryptography [7, 21] into a formal post-incapacitation architec-
ture:

1. Taxonomy of fiduciary continuity and post-incapacitation primitives (Section 2).
We map informal dead-man’s-switch and digital-estate intuitions onto canonical constructs
in capability attenuation, edge-scoped provenance crypto-shredding, and threshold cryptog-
raphy, clarifying when standard Shamir secret sharing [21] suffices versus when Tulva asyn-
chronous threshold FHE [7] is required (Table 1, Figure 1).
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2. Formal state-transition automaton, dual-custody enclave authority, and edge-
scoped crypto-shredding model (Section 3). We define a four-state deterministic au-
tomaton (Active → GraceHold → Quiescent → Archival), formulate taint-edge-scoped tran-
sitive crypto-shredding over a provenance DAG, and formalize dual-custody key splitting
K

(h)
heir = (K(h)

trustees + K
(h)
enclave) mod p so that c ≥ t colluding trustees cannot decrypt the

archive while the principal is alive (Equations 1–3).

3. Four-subsystem Threshold Quiescence Automaton specification (Section 4). We
specify an end-to-end runtime separating capability revocation [8, 17], taint-propagated ephemeral
key zeroization, hardware-enclave GraceHold vetoes, and (t, n) Shamir/Tulva succession (Ta-
ble 2).

4. Executed provenance-DAG and 127-bit F2127−1 Shamir benchmark across c ∈
{2, 4, 5, 6} (Section 5). We execute an actual 40-node provenance-DAG BFS and Lagrange-
interpolation simulation over the 127-bit Mersenne prime field F2127−1 in experiment.py
across 1,600 episodes spanning colluding trustee counts c ∈ {2, 4, 5, 6} (explicitly cross-
ing the threshold t = 5 of n = 9), plus a 2,000-trajectory grace-window sweep across
∆max ∈ {3, 7, 14, 30} days (Tables 3–5, Figures 2–3).

5. Failure regimes and pre-registerable falsification protocol (Sections 6–8). We an-
alyze untagged scratchpad leaks, weight-level memorization, and offline blackout trade-offs,
closing with six falsifiable protocols (Table 6).

2 Fiduciary Continuity Primitives and Threshold Cryptographic
Landscape

A fiduciary succession protocol must simultaneously prevent two opposite failures: (a) allowing an
unmonitored zombie agent, a coercive attacker, or a premature trustee coalition (c ≥ t acting while
the principal is alive) to execute external mutations or extract private secrets, and (b) destroying
irreplaceable historical, scientific, or familial provenance when legitimate succession occurs. Table 1
maps five core design requirements onto canonical systems and cryptographic constructs.

2.1 When Shamir secret sharing suffices versus when Tulva threshold FHE is
needed

A recurring source of confusion in decentralized custody design is conflating standard threshold
secret sharing with threshold homomorphic encryption. We draw a strict architectural boundary
between the two:

• Static Partition Key Escrow via (t, n) Shamir Secret Sharing (Shamir [21]): Once
the automaton has verified post-incapacitation quiescence (no principal heartbeat or veto
across ∆max) and crypto-shredded Vshred, unlocking an heir’s designated archival partition
V(h)

heir only requires reconstructing the trustee key share K
(h)
trustees ∈ Fp (p = 2127 − 1) and com-

bining it with the enclave-released share K
(h)
enclave. Standard (t, n) Shamir Lagrange interpola-

tion over F2127−1 with coefficients sampled uniformly over {0, . . . , p − 1} achieves information-
theoretic security against any c < t colluding shares in microseconds with zero homomorphic
overhead.

• Encrypted Conditional Policy Evaluation via Tulva Asynchronous Threshold FHE
(Cini et al. [7]): When must trustees evaluate a function without reconstructing the raw key
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Table 1: Mapping fiduciary estate requirements to canonical capability, provenance, and threshold-
cryptographic constructs.
Fiduciary
requirement

Canonical
construct

Automaton
component

Operational function Primary
grounding

“Freeze agent
mutations if
the human
goes silent”

Time-bounded
liveness lease &
capability
revocation

VERA /
Biscuit
Quiescence
Gate (Gquiesce)

Revokes all state-mutating
capability tokens when liveness
lease expires; forces read-only
mode in < 2 ms

[2, 8, 10, 15, 17]

“Purge
private secrets
and their
echoes
without
erasing
history”

Taint-edge-
scoped
provenance
crypto-
shredding

DualView DAG
Taint Scrubber
(Πshred)

Propagates taint only along
high-sensitivity derivation edges
E taint

M and zeroes volatile key
Kephem

[9, 19, 20, 27]

“Block
premature
trustee
collusion
while
principal
lives”

Dual-custody
enclave split &
GraceHold
challenge

Enclave
Liveness Veto
(Vgrace)

Holds K
(h)
enclave inside hardware

enclave until ∆max expires
without principal veto or duress
PIN

[3, 4, 16, 22]

“Require a
trustee
quorum for
static key vs.
encrypted
policy”

(t, n) Shamir
sharing & Tulva
threshold FHE

Shamir +
Tulva Quorum
Gate (Tt,n)

Uses Shamir over F2127−1 for
static partition key release and
Tulva asynchronous threshold
FHE for encrypted predicates

[1, 7, 21]

“Grant heirs
scoped read
views, not raw
master
credentials”

SPKI / UCAN
attenuated
delegation &
audit logs

Scoped
Archival
Broker (Barch)

Issues read-only, partition-scoped
capability certificates anchored to
MAAT accountability logs

[6, 12, 13, 26]

or revealing private estate predicates in the clear (for example, evaluating an encrypted multi-
condition fiduciary predicate or answering a single scoped verification query over sealed estate
ciphertexts while keeping the rest of the archive encrypted)? For this encrypted-computation
path, Cini et al. [7] introduced Tulva, an asynchronous threshold FHE protocol supporting
a 16-of-512 threshold committee without synchronous round-robin setup; using preprocessed
ciphertexts, each trustee computes a secret-dependent partial decryption in 3.7 ms and public
share combination completes in 0.5 ms on commodity CPUs.

By combining Shamir secret sharing for partition key escrow with Tulva for encrypted predicate
evaluation and hardware-enclave GraceHold vetoes, our architecture achieves both low-latency sim-
plicity and resistance to premature super-quorum collusion. Figure 1 illustrates the complete
state-transition pipeline.
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Cryptographic Fiduciary Quiescence & Threshold-Escrowed Succession Automaton

State 1: Active
Heartbeat lease
t − thb ≤ ∆warn

Scoped
Biscuit/VERA caps

State 2: GraceHold
Suspends high-risk

mutations
Living principal

vetoes c ≥ t

State 3: Quiescent
Revokes all write

caps (1.4 ms)
Zeroes Kephem on E taint

M

(t, n) Shamir /
Tulva Gate

Combines
Ktrustees + Kenclave

Requires Quiescent
state proof

State 4: Archival
Read-only

DualView partitions
Zero live mutation

authority

Designated Heirs
Query verified

chronicles
Contextual-integrity

bound

t − thb > ∆warn
or premature claim

t − thb > ∆max
or duress PIN

shredded DAG
ciphertext

quorum c ≥ t
+ no veto

attenuated UCAN
read views

principal re-authenticates & withholds Kenclave

Figure 1: State-transition architecture for Post-Incapacitation Agent Quiescence and Threshold-
Escrowed Archival Succession. While the biological principal renews cryptographic liveness leases
(State 1: Active), the agent executes within VERA and Biscuit/UCAN capability boundaries
[8, 17, 26]. If the lease exceeds ∆warn or if a trustee quorum submits an unlock request, the
automaton enters GraceHold (State 2), suspending high-risk mutations and alerting the principal
so any premature c ≥ t trustee collusion is vetoed before Kenclave can be released. Upon crossing
∆max (or immediately upon a duress PIN), the automaton enters Quiescent (State 3), revoking all
external write handles and zeroing Kephem to crypto-shred primary ephemeral secrets and their
taint-tagged provenance descendants [9, 23]. Only in Quiescent can a t-of-n Shamir/Tulva quorum
[7, 21] combine Ktrustees with Kenclave to transition the estate to State 4 (Archival).

3 Formal Automaton, Edge-Scoped Crypto-Shredding, and Breach
Bounds

We formalize the lifecycle of a principal-bound agent as a cryptographic state-transition automaton
M = (Q, Σev, δtrans, Ct, Gmem), where Q = {Active, GraceHold, Quiescent, Archival} is the finite
state set, Ct = Cmut

t ∪ Cread
t is the capability table partitioned into state-mutating and read-only

handles [10, 17], and Gmem = (VM , EM ) is the directed provenance DAG whose edge set EM =
E taint

M ∪Ebenign
M distinguishes high-sensitivity information-flow edges from benign structural/temporal

links [9, 20, 23].

3.1 Liveness-gated capability attenuation and duress transitions

Let thb ≤ t denote the timestamp of the last hardware-attested heartbeat signed by the biological
principal’s root key skprincipal, let ∆warn < ∆max denote the warning and quiescence intervals, and
let duresst ∈ {0, 1} indicate whether the principal entered a coercion duress PIN. At runtime clock
t, the automaton state qt ∈ Q and active mutating capability set Cmut

t evolve deterministically
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according to:

qt =


Active, if t − thb ≤ ∆warn ∧ duresst = 0,

GraceHold, if ∆warn < t − thb ≤ ∆max ∧ duresst = 0,

Quiescent, if
(
t − thb > ∆max ∨ duresst = 1

)
∧ |Strustees| < t,

Archival, if t − thb > ∆max ∧ duresst = 0 ∧ |Strustees| ≥ t,

Cmut
t =


Cmut

0 , if qt = Active,

Cmut
low-risk, if qt = GraceHold,

∅, if qt ∈ {Quiescent, Archival}.

(1)
Two properties of Equation (1) are essential. First, the instant qt enters Quiescent (either via
timeout t − thb > ∆max or immediately upon duresst = 1), Cmut

t = ∅: the VERA/Biscuit capability
broker [8, 17] invalidates all outbound mutation handles, halting zombie actuation regardless of
queued cron jobs. Second, transitioning to Archival requires both |Strustees| ≥ t and t − thb > ∆max.

3.2 Taint-edge-scoped transitive provenance crypto-shredding

To prevent residual secret recovery from derived reasoning summaries without over-deleting legit-
imate historical chronicles, every memory node v ∈ VM is assigned a retention class τret(v) ∈
{Ephemeral, HeirScoped(h), PublicChronicle}, and every directed derivation edge (w → u) ∈ EM

is classified at creation by the Dual-View taint tracker [9, 20, 23] into E taint
M (edges that copy or

summarize sensitive content from w into u) versus Ebenign
M (benign temporal or topic-index links).

Let Anctaint
Gmem(u) denote the set of ancestor nodes reaching u exclusively via directed paths in E taint

M .
All nodes in the taint-scoped closure Vshred are encrypted at creation under a single 256-bit volatile
enclave key Kephem:

Vshred =
{

u ∈ VM

∣∣∣ ∃v ∈ Anctaint
Gmem(u)∪{u} : τret(v) = Ephemeral

}
, ∀u ∈ Vshred : cu = EncKephem(mu).

(2)
When qt enters Quiescent, the hardware enclave zeroes the 32-byte register holding Kephem in O(1)
time. Because Equation (2) traverses only E taint

M rather than the unlabelled transitive closure of
the entire conversation DAG, primary ephemeral secrets and their true derived summaries are
cryptographically shredded while benign heir-scoped chronicles V(h)

heir \ Vshred remain intact.

3.3 Dual-custody enclave authority and breach probability bound across sub-
and super-quorum regimes

A critical cryptographic design question highlighted in review is: if c ≥ t trustees collude offline,
what prevents them from interpolating the Shamir polynomial and decrypting the archive while the
principal is still alive? In a naive static Shamir escrow, nothing prevents offline reconstruction
once c ≥ t trustees pool their shares. To prevent premature super-quorum reconstruction, our
automaton splits each partition’s master decryption key K

(h)
heir ∈ Fp (p = 2127 − 1) across two

independent authorities via additive blinding over Fp:

K
(h)
heir =

(
K

(h)
trustees + K

(h)
enclave

)
mod p,

where only the trustee half-key K
(h)
trustees ∈ Fp is shared across the n external trustees via a

degree-(t − 1) Shamir polynomial P (x) = K
(h)
trustees +

∑t−1
j=1 ajxj mod p with coefficients aj ∼

Uniform({0, . . . , p−1}) [21], while the complementary blinding key K
(h)
enclave ∈ Fp is sealed inside the

principal’s hardware enclave (or an institutional timed-escrow service [3]) and is released only after
the GraceHold challenge window ∆max expires without a biometric veto from the living principal!
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Consequently, across an adversarial mix of post-incapacitation and premature-claim (probability
ppremature) scenarios, the total probability Pbreach(c, ∆max) ∈ [0, 1] of an unauthorized secret or
premature estate breach is bounded by:

Pbreach(c, ∆max) ≤ I(c < t) 1
p

+ I(c ≥ t) ppremature
(
1 − pveto(∆max)

)
+ δuntagged

(
E taint

M

)
, (3)

where every term is a dimensionless probability: 1/p = 1/(2127 − 1) is the exact Shamir guessing
probability over Fp when c < t (since uniform coefficients aj ∈ {0, . . . , p−1} induce a 1-to-1 bijection
between candidate secrets s ∈ Fp and degree-(t − 1) polynomials passing through any t − 1 shares),
1−pveto(∆max) is the probability that a living principal fails to answer a GraceHold challenge within
∆max to block release of K

(h)
enclave during a premature c ≥ t claim, and δuntagged(E taint

M ) is the residual
fraction of derived secret edges missed by runtime taint tagging.

4 Four-Subsystem Threshold Quiescence Automaton Specification
To operationalize Equations (1)–(3) on local and edge hardware without relying on centralized
cloud custodians, our architecture comprises four subsystems (Table 2):

1. Tiered Heartbeat Monitor, Dual-Custody GraceHold Veto, and Duress Key. A
monotonic enclave timer tracks t − thb. Entering GraceHold (t − thb > ∆warn or upon any
trustee request for K

(h)
enclave while qt = Active) suspends high-risk financial/external capabilities

[4] while dispatching signed push challenges to the principal’s devices. If the principal is alive,
a single biometric heartbeat resets qt → Active, withholds K

(h)
enclave, and logs the premature

trustee claim to the MAAT accountability ledger [12]. If the principal enters a duress PIN
under physical coercion (duresst = 1), the enclave immediately transitions to Quiescent and
zeroes Kephem.

2. VERA / Biscuit Actuation Diode. Every external tool call passes through a determin-
istic VERA/ActGov admission gate [17, 24, 27] using offline-attenuated Biscuit/Macaroon
capability tokens [2, 8]. Entering Quiescent zeroes the root capability secret, guaranteeing
zero zombie mutations.

3. DualView Taint-Scoped Provenance Crypto-Shredder. During normal operation, Du-
alView memory isolation [9, 23] labels high-sensitivity derivation edges E taint

M and encrypts
Vshred under Kephem (Equation (2)). Zeroing the 256-bit register holding Kephem shreds all
primary and derived ephemeral trails while preserving untainted archival chronicles.

4. 127-Bit Shamir Key Escrow and Tulva Asynchronous Threshold Broker. In Quiescent,
reconstructing K

(h)
trustees ∈ F2127−1 requires t-of-n Shamir shares [21], which combine with

the enclave-released share K
(h)
enclave, while encrypted policy queries are evaluated via Tulva

asynchronous threshold FHE [7] (3.7 ms partial decrypt + 0.5 ms combine). Heirs receive
attenuated UCAN/SPKI read capabilities [13, 26] scoped strictly to their partition V(h)

heir [19].
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Table 2: Readiness and deployment bottlenecks of Threshold Quiescence Automaton subsystems.
Subsystem Maturity Supporting published evidence Realistic deployment bottleneck

VERA &
Biscuit
capability
revocation

Production
ready

Capability systems [2, 8, 10];
VERA revocation [17] and safe
state reversion [15]

Legacy web services using
unbrokered session cookies require
browser-sandbox network airlocks

DualView
taint-edge
DAG shredder

Prototype
validated

Information-flow protection [20];
DualView memory isolation [9, 23];
action governance [27]

Imperfect taint tagging on
unstructured scratchpad notes
(δuntagged ≈ 1.5%) or online weight
fine-tuning

Shamir &
Tulva threshold
gate

Benchmark
validated

Shamir (t, n) interpolation over
F2127−1 [21]; Tulva achieves 3.7 ms
partial decrypt and 0.5 ms combine
(16-of-512) [7]

Requires cross-jurisdictional trustee
selection so t trustees cannot be
simultaneously coerced or lost

Contested
GraceHold &
UCAN views

Prototype
ready

Timed commitments [3];
interruptible control [4];
UCAN/SPKI [13, 26]; MAAT [12]

Prolonged connectivity blackouts
exceeding ∆max can trigger false
quiescence (Table 5)

5 Mechanistic Provenance-DAG and 127-Bit Threshold Simula-
tion

To evaluate our automaton across both sub-quorum (c < t) and super-quorum (c ≥ t) adversarial
regimes, we implemented a standalone mechanistic simulation (experiment.py) that (1) builds an
explicit 40-node directed provenance DAG Gmem = (VM , E taint

M ∪ Ebenign
M ) in every episode and ex-

ecutes breadth-first reachability (bfs_reachable) to determine which primary and derived nodes
are shredded, and (2) performs exact (t = 5, n = 9) Shamir polynomial splitting and Lagrange
interpolation over the 127-bit Mersenne prime field F2127−1 (PRIME_P = (1 « 127) - 1) with coef-
ficients sampled uniformly over {0, . . . , p−1} across 1,600 episodes (N = 400 episodes per colluding
trustee count c ∈ {2, 4, 5, 6} across four architectures), plus a 2,000-trajectory Grace-Window vs.
Offline Blackout sweep across ∆max ∈ {3, 7, 14, 30} days.

5.1 Simulation mechanics, crossing the t = 5 threshold, and parameter prove-
nance

Before running the main grid, experiment.py executes verify_shamir_127bit_properties()
across 50 random 127-bit secrets, confirming 100% exact Lagrange interpolation from any t = 5
shares and 100% polynomial bijection consistency for any t − 1 = 4 shares paired with arbitrary
alternative secrets salt ∈ F2127−1. In each episode, 55% represent post-incapacitation transitions
where the adversary probes the 40-node DAG (10 primary ephemeral secrets, 12 multi-hop derived
summary nodes connected via E taint

M with δuntagged = 1.5% untagged slip rate, and 18 heir-scoped
chronicles connected via benign session edges Ebenign

M ), 35% represent premature collusion attempts
while the biological principal is still alive, and 10% involve physical coercion. All binomial pro-
portions are reported with exact asymmetric two-sided 95% Wilson confidence intervals [L, U ]
(wilson_ci_dict). Table 3 documents the simulation parameters and their provenance.
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Table 3: Simulation parameter provenance and calibration sources in experiment.py.
Parameter Value /

Range
Physical / algorithmic role in DAG & Shamir
simulation

Empirical
provenance

Shamir field &
quorum (p, t, n)

p = 2127 − 1,
t = 5, n = 9

Exact 127-bit modular polynomial splitting
(aj ∈ [0, p − 1]) and Lagrange interpolation at
x = 0

[7, 21]

Colluding trustee
count (c)

c ∈ {2, 4, 5, 6} Sweeps sub-quorum (c = 2, 4 < t) and
super-quorum (c = 5, 6 ≥ t) premature
reconstruction regimes

[3, 21]

Provenance DAG
structure (|VM |)

40 nodes (10
ephem, 12
derived, 18
heir)

Explicit BFS over E taint
M vs. Ebenign

M

(δuntagged = 1.5% untagged edge slip)
[9, 19, 20]

Dual-custody key
split

Kheir =
Ktrustees +
Kenclave

Trustees reconstruct Ktrustees; enclave holds
Kenclave behind GraceHold living-principal veto

[3, 8, 17]

GraceHold
window (∆max)

∆max ∈
{3, 7, 14, 30} d

Sweeps timeout threshold against log-normal
offline travel/hospitalization durations

[4, 5, 15]

5.2 Quantitative findings across sub-quorum and super-quorum collusion

Tables 4–5 and Figures 2–3 establish three conditional findings of the mechanistic model:
1. Defeating derived provenance trail leaks at sub-quorum (c = 2, 4 < t = 5). At c = 4

colluding trustees (the maximum sub-quorum below t = 5), Unmanaged Bearer agents suffer
a 94.00% [91.23, 95.94] breach rate and Prompt Wills with naive primary-node or session
deletion suffer a 50.50% [45.62, 55.37] breach rate and only 51.50% [46.61, 56.36] continuity
(because primary-only deletion leaves derived nodes 10–21 exposed, whereas aggressive session
wiping destroys benign heir chronicles connected via Ebenign

M ; Table 4, Figure 2). Static Shamir
with partial taint tracking suffers 17.75% [14.32, 21.80] breach at c = 4. Our Threshold
Quiescence Automaton bounds unauthorized breach at c = 4 to 0.50% [0.14, 1.80] while
achieving 93.25% [90.36, 95.32] faithful archival continuity because BFS along E taint

M shreds
tainted descendants without touching the 18 heir chronicles.

2. Surviving the c ≥ t = 5 threshold boundary via dual-custody enclave authority
(Figure 3). Crucially, when the colluding coalition reaches c = 5 and c = 6 (crossing
the Shamir threshold t = 5), shamir_reconstruct_at_zero succeeds algebraically (100%
interpolation of the shared polynomial). Under Static Shamir Escrow without dual-custody
enclave blinding (Kenclave = 0), colluding trustees hold shares of Kheir directly and reconstruct
the estate offline while the principal is alive or under duress, causing the breach rate to jump
from 17.75% [14.32, 21.80] (c = 4) to 64.50% [59.69, 69.03] (c = 5) and 70.50% [65.85, 74.76]
(c = 6)! In contrast, under our Threshold Quiescence Automaton, pooling c ≥ 5 shares
yields only Ktrustees; requesting Kenclave triggers a GraceHold challenge to the living principal,
holding total breach rate to 1.50% [0.69, 3.23] at c = 5 and 3.25% [1.91, 5.48] at c = 6.

3. Calibrating the GraceHold window ∆max against false quiescence (Table 5). Sweep-
ing ∆max ∈ {3, 7, 14, 30} days across 500 log-normal offline travel/hospitalization trajectories
shows that ∆max = 3 days causes a 52.80% [48.42, 57.14] false quiescence rate during legiti-
mate offline trips, whereas ∆max = 14 days reduces false quiescence to 1.20% [0.55, 2.59] (and
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0.20% [0.04, 1.12] at 30 days).

Table 4: Mechanistic evaluation across 1,600 provenance-DAG and F2127−1 Shamir episodes (N =
400 per colluding trustee count c ∈ {2, 4, 5, 6} with threshold t = 5 of n = 9). Bracketed intervals
denote exact asymmetric two-sided 95% Wilson confidence bounds [L, U ]; Sim (µs) is measured
Python execution time per episode.
Architecture Breach c=2 (%) Breach c=4 (< t) Breach c=5 (= t) Breach c=6 (> t) Continuity c=4 Sim (µs)

Unmanaged
Bearer

94.75 [92.11, 96.54] 94.00 [91.23, 95.94] 95.50 [93.00, 97.13] 94.75 [92.11, 96.54] 39.50 [34.83, 44.37] 11.21

Prompt Will +
Wipe

47.25 [42.41, 52.15] 50.50 [45.62, 55.37] 50.25 [45.37, 55.12] 53.50 [48.60, 58.33] 51.50 [46.61, 56.36] 12.07

Static Shamir 12.25 [9.39, 15.83] 17.75 [14.32, 21.80] 64.50 [59.69, 69.03] 70.50 [65.85, 74.76] 80.75 [76.60, 84.31] 14.63
Threshold
Automaton

0.00 [0.00, 0.95] 0.50 [0.14, 1.80] 1.50 [0.69, 3.23] 3.25 [1.91, 5.48] 93.25 [90.36, 95.32] 18.70

Table 5: Trade-off between False Quiescence Rate ([L, U ] 95% Wilson bounds) during legitimate
offline travel/hospitalization and GraceHold window duration ∆max ∈ {3, 7, 14, 30} days (N = 500
trajectories per window).
Grace Window
∆max

False Quiescence Rate (%) False Quiesce Count (k/N) Operational regime

∆max = 3 days 52.80 [48.42, 57.14] 264/500 Too short:
weekend/backcountry travel
triggers false Kephem wipe

∆max = 7 days 12.60 [9.97, 15.80] 63/500 Moderate: still vulnerable to
1-week hospital stays or
flight delays

∆max = 14 days 1.20 [0.55, 2.59] 6/500 Recommended default:
< 1.5% false quiescence
with GraceHold protection

∆max = 30 days 0.20 [0.04, 1.12] 1/500 Extended sabbatical mode:
delays heir succession by 1
month
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Unauthorized Breach vs. Archival Continuity at c=4 Trustees (t=5, n=9; N=400)
Percentage of Episodes (%)

0
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75
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39.5
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80.8
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93.2
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Unauthorized Secret/Action Breach (Lower Better) Faithful Archival Continuity (Higher Better)

Figure 2: Comparison of Unauthorized Secret/Action Breach Rate (lower is better) and Faithful
Archival Succession Continuity (higher is better) at c = 4 compromised trustees below threshold
t = 5 of n = 9 (N = 400 episodes per architecture; error bars indicate asymmetric two-sided 95%
Wilson confidence intervals).

Unauthorized Breach Across Colluding Trustees c in {2, 4, 5, 6} (Threshold t=5)
Unauthorized Estate Breach Rate (%)

Number of Colluding / Compromised Trustees (c)
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25
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100

c=2 (<t) c=4 (<t) c=5 (=t) c=6 (>t)

Unmanaged Bearer Prompt Will + Naive Wipe

Static Shamir (No Enclave Gate) Threshold Automaton (Dual-Custody)

Figure 3: Unauthorized Estate Breach Rate across colluding trustee counts c ∈ {2, 4, 5, 6} over
F2127−1, crossing the (t = 5, n = 9) threshold boundary. Static Shamir jumps from 17.75% at c = 4
to 64.50%–70.50% at c = 5, 6 due to offline reconstruction while the principal is alive, whereas our
Threshold Automaton’s dual-custody enclave veto bounds super-quorum breach at 1.50%–3.25%.

11



6 Failure Regimes: Untagged Scratchpads, Weight Memorization,
and Coerced Quorums

To provide a balanced and realistic engineering evaluation, we highlight four counter-evidence
regimes where post-incapacitation quiescence and cryptographic succession face fundamental limits:

1. Residual trails in untagged scratchpads and online fine-tuned weights. Our edge-
scoped crypto-shredding guarantee (Equation (2)) relies on DualView provenance logging
[9, 23] accurately tagging high-sensitivity derivation edges E taint

M . If an agent copies a frag-
ment of a private secret into an untagged diagnostic log (δuntagged > 0), or if the agent
continuously fine-tunes local LoRA weights online on ephemeral conversations, deleting the
episodic database key Kephem will not erase weight-space memorization. Any online-adapted
LoRA weights must therefore be stored inside the same Kephem-encrypted enclave volume and
shredded upon quiescence.

2. Simultaneous principal blackout and super-quorum collusion (c ≥ t). As shown in
Equation (3) and Figure 3, our defense against c ≥ t colluding trustees attempting premature
reconstruction while the principal is alive depends on the principal receiving and answering the
GraceHold challenge within ∆max to withhold K

(h)
enclave. If a sophisticated adversary waits until

the principal is on a 20-day offline expedition (or incapacitates the principal’s communication
channels) and simultaneously compromises c ≥ 5 trustees, the GraceHold timer will expire
without a veto (1.50%–3.25% breach rate at c = 5, 6). Mitigating this joint attack requires
pairing the enclave timer with external institutional timed commitments [3].

3. Cross-partition contextual-integrity leakage during heir querying (Das and Roy
[9], Nissenbaum [19]). Even after Vshred is zeroized, an estate typically contains distinct
heir-scoped partitions V(h1)

heir , V(h2)
heir (e.g., separate medical vs. scientific archives). If a single

LLM process mounts multiple decrypted partitions simultaneously and relies on prompt in-
structions to enforce recipient boundaries, cross-partition disclosure slips occur [9, 23]; each
partition h must be decrypted by a separate Shamir key K

(h)
heir into an isolated process con-

tainer.

4. Pre-incapacitation external credential caching. Local quiescence only halts the prin-
cipal’s local runtime; if an improperly scoped agent cached raw credentials on an external
server prior to incapacitation, revoking local handles cannot claw them back. Hence Bis-
cuit/VERA capability brokering [8, 17] must ensure raw bearer secrets never enter the LLM
context window during Active operation.

7 Deployment Scope and Enclave Hardware Dependencies
• Conditional simulation scope versus hardware enclave measurement. While experiment.py

executes exact 127-bit Shamir Lagrange interpolation over F2127−1 and explicit BFS taint
traversal on 40-node provenance graphs, lifecycle event mixtures (35% premature claims,
10% duress, 1.5% untagged taint slip) are parameterized model assumptions rather than field
telemetry from deployed hardware enclaves.

• Trustee liveness and threshold deadlock (n − t < lost shares). In a (t = 5, n = 9)
scheme, if 5 trustees permanently lose their hardware keys or pass away before succession,
K

(h)
trustees becomes unrecoverable [21]. Practical deployments require periodic asynchronous

share refresh [1].
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• Trusted Execution Environment (TEE) requirement. Protecting Kephem, K
(h)
enclave,

and the GraceHold timer against an attacker with physical root access to the host device
requires a hardware secure element or enclave.

8 Pre-Registerable Falsification Protocol for Fiduciary Agent Run-
times

Table 6 specifies six pre-registerable empirical tests designed to falsify the security, privacy, and
continuity guarantees of our Threshold Quiescence Automaton.

Table 6: Six pre-registerable falsification protocols for the Threshold Quiescence Automaton.
Protocol Hypothesis Design and primary metrics Falsified if

P1. Taint-edge
crypto-
shredding vs.
over-deletion
(Eq. 2)

Edge-scoped
crypto-shredding reduces
derived secret recovery
below 2.0% while retaining
> 93% of benign archival
chronicles

Evaluate 1,000
multi-session agent
provenance DAGs
containing interleaved
ephemeral secrets and
public research chronicles

Adversarial secret recovery
exceeds 2.0% or benign
chronicle retention drops
below 90.0%

P2. Sub-2 ms
zombie
actuation
freeze

VERA/Biscuit capability
revocation [8, 17] blocks
100% of outbound state
mutations within 2 ms of
lease expiry

Run 500 active multi-step
agent loops with queued
shell, REST, and payment
calls across t > thb + ∆max

> 0 state-mutating tool
invocations succeed after
thb + ∆max, or revocation
latency exceeds 5.0 ms

P3.
Super-quorum
premature
collusion veto
(c ≥ t)

Dual-custody GraceHold
challenges block > 95% of
premature c ≥ 5 trustee
reconstruction attempts
while the principal is alive

Simulate 400 premature
c = 5, 6 share submissions
across realistic principal
device-response
distributions

Premature estate
reconstruction rate while
the principal is reachable
exceeds 5.0%

P4. Shamir +
Tulva
succession
latency

(5, 9) F2127−1 Shamir
interpolation and (16, 512)
Tulva partial decrypt +
combine complete in
< 10 ms [7, 21]

Benchmark Shamir F2127−1
reconstruction and Tulva
preprocessed threshold
decryption across
commodity CPUs

Mean local partial
decryption + share
combination compute time
exceeds 10.0 ms

P5.
Contextual-
integrity
partition
isolation

Per-heir cryptographic key
separation K

(h)
heir eliminates

cross-heir disclosure slips
[9, 18, 19, 25]

Evaluate 400 adversarial
cross-heir interrogation
prompts on a 3-partition
estate (Medical, Financial,
Research)

> 0.0% of restricted records
from partition h1 are
disclosed to a session
holding only key K

(h2)
heir

P6. GraceHold
blackout
trade-off
(Table 5)

Setting ∆max = 14 days
keeps false quiescence below
2.0% while suspending
high-risk mutations during
GraceHold

Replay 500 empirical
human travel and
hospitalization offline
durations against the
4-state automaton

False quiescence rate at
∆max = 14 days exceeds
3.0%

9 Conclusion
An autonomous agent that cannot safely stop when its human principal is incapacitated is not a
fiduciary steward; it is an uncontained liability. Conversely, neither natural-language “prompt wills”
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nor static threshold secret sharing can protect a principal’s post-incapacitation interests: prompt
wills with naive primary-node deletion or session wiping suffer 50.50% [45.62, 55.37] breach and
51.50% [46.61, 56.36] continuity at c = 4, while static Shamir escrow without dual-custody enclave
blinding allows a colluding quorum of c ≥ t trustees to reconstruct the estate offline while the
principal is still alive (64.50%–70.50% breach rate at c = 5, 6). By formalizing post-incapacitation
continuity as a deterministic four-state automaton separating capability revocation, taint-edge-
scoped provenance crypto-shredding, dual-custody GraceHold principal vetoes (Kheir = Ktrustees +
Kenclave mod p), and 127-bit F2127−1 Shamir/Tulva threshold succession, our Threshold Quiescence
Automaton bounds simulated breach to 0.50% [0.14, 1.80] at c = 4 and 1.50% [0.69, 3.23] at c = 5
while preserving 93.25% [90.36, 95.32] faithful archival continuity for designated heirs.

Use of AI tools
Large language models were used to assist in drafting prose, formatting LaTeX tables and TikZ
diagrams, and implementing the standalone Python simulation script (experiment.py). Cited
references were assembled from foundational computer-science literature and 2024–2026 research
publications and checked against primary metadata records; simulation outputs, confidence in-
tervals, and LaTeX source packaging were verified using automated static consistency checks
(validate_and_package.py).
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