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Abstract

Brain—computer interfaces (BCIs) capture multiplexed cortical signals when a user intends
only to issue discrete commands. Recent audits show that context-conditioned EEG-to-text
alignment and frozen neuroimaging encoders leak biometric identity, stress, and closed-set lin-
guistic attributes, while multi-window alignment inverts linear embedding obfuscation across
streams. We propose the Neural Airlock and Subspace Projection Firewall (Neural-Airlock-
SPF), a hardware-and-linear-algebraic boundary between neural transducers and host AT agents.
First, a CHERIoT 1.0 capability compartment and unidirectional read/write diode isolate raw
ADC buffers and block unconsented stimulation write-backs. Second, building on Iterative
Nullspace Projection (INLP) and Least-Squares Concept Erasure (LEACE), an on-chip or-
thogonal projector P, = I; — UprivUJriv annihilates linear covariance with private subspaces
prior to host ingestion. Third, deterministic fs-ball clipping (Ceip = 1.40, exact sensitivity
Ay = 2Cqip/B = 0.035 over B = 80 subframes), Gaussian noise (opp = 0.44), and a Rényi
Differential Privacy (RDP) accountant bound cumulative (g, §)-DP loss over T-window sessions.
Across 16-channel simulations over T' € {10, 50,200,800} (N = 400 sessions per cell) against
an architecture-blind held-out attacker, Neural-Airlock-SPF cuts private extraction at 7" = 200
from 99.75% [98.60,99.96] (raw) and 88.00% [84.45,90.83] (orthogonal obfuscation) to 0.00%
(95% Wilson CI [0.00,0.95]; attacker accuracy 52.58%) while keeping 90.68% mean command
accuracy (100.00% [99.05,100.00] active utility; 20.75% [17.06, 24.99] odometer-halted sessions),
with break-even correlation p* ~ 0.40.

1 Introduction

Since foundational neuroethics calls for neurorights and cognitive liberty [16, 28] and early analyses
of BCI “brain spyware” in third-party neural app stores [7], the expansion of consumer electroen-
cephalography (EEG) headsets, ear-canal sensors, and wearable physiological monitors has created
an acute privacy vulnerability at the human somatic boundary [17, 25, 26]. In conventional keyboard
interfaces, a user explicitly selects which tokens to transmit before pressing “Enter.” In a neural or
physiological interface, by contrast, the analog transducer continuously samples multiplexed bioelec-
tric potentials generated simultaneously by intentional motor preparation, involuntary autonomic
stress [1], persistent biometric signatures [5], and context-conditioned linguistic rehearsal [18, 21].



1.1 Representation leakage and manifold inversion in 2025-2026 neuro-Al pipelines

Historically, BCI application designers assumed that exporting compressed neural embeddings or
executing inference locally on the user’s host operating system provided an adequate privacy barrier.
Four converging lines of empirical evidence refute this assumption:

First, pretrained and frozen neural encoders leak private attributes across tasks. In a 2026 audit
(“Pretrained, Frozen, Still Leaking”), Tai [27] demonstrated that frozen EEG encoders retain cross-
encoder demographic and cognitive-state representations that downstream linear and nonlinear
probes reliably extract even when the encoder was never trained on the target attribute. Similarly,
Bajar et al. [5] showed that foundation model representations of brain magnetic resonance imaging
(MRI) retain persistent biometric signatures enabling up to 99% subject linkage and sensitive
attribute inference without access to raw voxel data. Meanwhile, although open-vocabulary EEG-
to-text claims suffer from teacher-forcing inflation [18], hierarchical context-conditioned EEG-to-
text alignment [21] can distinguish candidate linguistic intents when workspace context is known.

Second, linear embedding-to-embedding obfuscation (E2EQO) collapses over multi-window ses-
sions. Li et al. [20] introduced the Proxy Manifold Alignment (PMA) attack, proving that because
orthogonal rotations and light jitter preserve local geometric co-occurrence structure, an adver-
sary observing a stream of T" > 50 obfuscated embeddings can align the empirical manifold as an
unknown tokenizer language and invert the transformation.

Third, host-OS agent contexts are porous privacy boundaries. Auditing multi-agent and tool-
using LLM workflows, El Yagoubi et al. [13] (AgentLeak) documented that internal inter-agent
communication channels leak private attributes at high rates, while Alpay and Alpay [2], Kim and
Choi [19], and Das and Roy [10] showed that prompt injection and context over-collection routinely
exfiltrate sensitive state once ingested into an agent’s workspace.

Fourth, naive isotropic noise injection destroys low-SNR, motor command utility. Applying
monolithic per-window Gaussian noise across all sensor channels degrades motor classification ac-
curacy while still accumulating sequential privacy loss across extended sessions [12, 22].

1.2 Hardware capability diodes, INLP/LEACE concept erasure, and Rényi-DP
accounting

To enable high-accuracy discrete command decoding while blocking unconsented attribute extrac-
tion, we synthesize three rigorous mechanisms:

« CHERIoOT 1.0 hardware capability isolation and read/write diodes. Commercial
CHERIoT 1.0 capability silicon [4, 8, 9] enforces unforgeable memory-mapped 1/O (MMIO)
bounds and permissions in hardware registers [11, 24]. Terminating the neural analog-to-
digital converter (ADC) inside an isolated CHERIoT compartment physically prevents host
OS processes from reading raw electrode buffers or writing unauthorized neurostimulation
commands to digital-to-analog converter (DAC) registers.

o Iterative Nullspace Projection (INLP) and Least-Squares Concept Erasure (LEACE).
Ravfogel et al. [23] introduced Iterative Nullspace Projection (INLP) to remove protected at-
tributes from distributed representations by projecting feature vectors onto the intersection
of nullspaces of linear classifiers trained to predict the protected attribute. Belrose et al. [6]
subsequently proved in Least-Squares Concept Erasure (LEACE) that obliterating all linear
correlation between representation X and protected attribute S is achieved if and only if the
projection annihilates the empirical cross-covariance ¥ xg. Applying INLP/LEACE on chip
strips linear private subspaces before vectors leave the hardware airlock.



o Metric differential privacy and Rényi Differential Privacy (RDP) composition.
To bound leakage through residual nonlinear cross-subspace couplings and batch-size side
channels, we combine metric-calibrated Gaussian perturbation [3], randomized dummy-point
batch padding [14], and a formal Rényi Differential Privacy (RDP) composition accountant
[22] governed by machine-readable personal privacy terms (IEEE Std 7012-2025 [15]).

1.3 Contributions

We formulate and evaluate the Neural Airlock and Subspace Projection Firewall (Neural-
Airlock-SPF):

1. Grounded taxonomy of neural privacy primitives (Section 2). We connect neu-
roethics principles [7, 16, 28] to concrete mechanisms in CHERIoT capability hardware [4, 9],
INLP/LEACE concept erasure [6, 23], and Rényi-DP accounting [22] (Table 1, Figure 1).

2. Linear-algebraic concept-erasure and Rényi-DP composition model (Section 3).
We formalize multi-channel neural feature decomposition with nonlinear cross-terms, derive
the empirical INLP/LEACE orthogonal projector P, = I; — UprivU;;iV, and replace heuristic
mutual-information odometers with an exact order-a Rényi Differential Privacy accountant

converted to (g,0)-DP [12, 22] (Equations 1-4).

3. Three-stage peripheral airlock architecture and parameter provenance (Section 4).
We specify the hardware/firmware pipeline and document the provenance of all linear-algebraic
and DP parameters (Tables 2-3).

4. Decoupled linear-algebraic INLP simulation and correlation trade-off sweep (Sec-
tion 5). We execute a reproducible 16-channel linear-algebraic simulation (experiment.py)
that independently measures Authorized Command Utility (on ycmq) and Unconsented Pri-
vate Extraction (on spiy) across T' € {10, 50,200,800} windows (N = 600 sessions per cell)
and sweeps task—privacy correlation p = corr(yemd, Spriv) € [0.00,0.90] to quantify the funda-
mental utility—privacy trade-off (Tables 4-5, Figures 2-3).

5. Counter-evidence analysis and falsification protocol (Sections 6-8). We examine
task—subspace overlap during linguistic dictation, nonlinear kernel recovery, and odometer
budget exhaustion, closing with six pre-registerable falsification tests (Table 6).

2 Neural Privacy Taxonomy and Representation-Leakage Threat
Model

Calls for “neurorights” [16, 28] require concrete signal-processing and hardware enforcement mech-
anisms so that third-party BCI applications cannot harvest unconsented cognitive state [7, 27].
Table 1 maps five neural-privacy requirements onto verified hardware, linear-algebraic, and crypto-
graphic primitives.

Table 1 clarifies the distinct roles of mathematical privacy accounting and contractual pol-
icy standards: Rényi Differential Privacy [22] with deterministic fs-clipping and INLP/LEACE
nullspace projection [6, 23] provide the quantitative signal-level privacy bounds, whereas IEEE Std 7012-
2025 [15] provides the machine-readable contracting syntax through which the user specifies which
command enums an application is authorized to receive and what session budget emax triggers key
rotation. Figure 1 illustrates the end-to-end hardware and signal-processing pipeline.



Table 1:

Mapping neural-privacy

(INLP/LEACE), and Rényi-DP constructs.

requirements

onto hardware-diode,

concept-erasure

Privacy Formal Neural-Airlock-  Operational mechanism Primary
requirement primitive SPF module grounding
Block Capability- CHERIoT Physically isolates ADC read [4, 8, 9]
unauthorized  guarded MMIO  R/W Hardware buffers and withholds DAC write
brain register diode Diode capabilities in read-only mode
write-backs
Erase private  Iterative Orthogonal Projects 16-channel feature [6, 23, 27]
linear repre- Nullspace Subspace vectors onto the empirical
sentations Projection Projector (P)  nullspace of f)m,spm

(INLP /

LEACE)
Bound exact Deterministic Clipped Clips post-INLP residuals to [12, 14, 22]
ly-sensitivity lo-clipping + Residual [Irell2 < Cepip = 1.40

Gaussian DP Perturbation (Ag = 2C)ip/B = 0.035) and

adds & ~ N(0,0pp1)

Bound Rényi Order-a RDP Tracks cumulative Rényi [12, 22]
multi-window  Differential Odometer divergence across 7" windows and
composition Privacy (RDP)  (erpp) halts/rotates keys at emax
loss composition
Enforce Symbolic Discrete Negotiates IEEE 7012 privacy [10, 13, 15]
machine- command Command terms and emits discrete
readable minimization &  Airlock Broker =~ command enums rather than raw
consent terms IEEE 7012 vectors

CHERIoT Hardware Neural Airlock & Clipped INLP/LEACE Subspace Firewall (8.6 us Filter)

CHERIoT
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BCI Transducer R/W Diode Fir/ewall
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"+ orivat . P =1 — UpivUpiy
Yemd + private Spriv Blocks DAC ATl im_s)m
write-backs -
¥
i projected -
Y
Host OS / Discrete Clipped
AT Agent Command Broker Rényi-DP Stage
Receives enum Emits privatized £ gy_clip Ceip=1.40

matched-filter Jema
Enforces IEEE
7012 cap

(A2=0.035)
Noise opp=0.44,

Jema only
Zero raw

neural vectors halts at emax

Figure 1: Architecture of the Neural Airlock and Subspace Projection Firewall (Neural-Airlock-
SPF). Multiplexed neural feature vectors z; € RY enter an isolated CHERIoT 1.0 hardware ca-
pability compartment that physically blocks unauthorized stimulation write-backs. On chip, the
INLP/LEACE Subspace Firewall projects x; onto the orthogonal complement P, = I;— UpriVUpTriV
of the empirical private cross-covariance subspace, applies deterministic ¢o-ball clipping (Celip =
1.40 over B = 80 subframes, guaranteeing exact sensitivity Ay = 2C;p/B = 0.035), injects cal-
ibrated Gaussian noise &, tracks cumulative (g,0)-DP via an order-a Rényi Differential Privacy

accountant, and emits only discrete command classifications fjcmg to the host OS.



3 Linear-algebraic concept erasure and Rényi-DP accounting

Let z; € R? (d = 16 in our reference implementation) denote the multi-channel neural feature
vector averaged over B = 80 subframes at window ¢ € {1,...,T}. We model each subframe x;; as
a superposition of an authorized task-command variable yemat+ € {—1, +1}* (e.g., motor imagery
or discrete UI selection), unconsented private attributes spnyv: € {—1,+1}* (capturing closed-set
inner-speech rehearsals [21], biometric signatures [5], and affective stress [1]), a bounded quadratic
cross-subspace interaction term ¢u1(Yemd ¢, Spriv,t), and sensor noise vy j ~ N(0, af[d):

Tty = Acmd Yemd, t + Apriv Spriv,t + Tl (z)nl(ycmd,ta Spriv,t) + VUt b, (1)

where Aemg € R¥Fe and Apriv € R4*» are mixing matrices and [|¢yfs < 1. Crucially, let
0 £ Corr(ycmd,t, Sprivit) € [0,1] denote the statistical correlation between the user’s authorized
command intent and private cognitive state, generated via a unified symmetric flip probability
Psame = (1 + p)/2 across both main benchmarks and correlation sweeps.

3.1 TIterative Nullspace Projection (INLP / LEACE) and correlation trade-off

Following Ravfogel et al. [23] and Belrose et al. [6], to prevent any downstream linear probe w;—rivxf

from predicting spriv: above chance, the firewall estimates the empirical cross-covariance matrix

Yz spriv = Nial ZZN:CTI x; sgriw- € R™*» during a local calibration block of N, windows. Orthonor-

malizing the column space of 3 via modified Gram—Schmidt or singular value decomposition

Z,Spriv

yields the orthonormal private basis Upriv e R4xkp (U 1 Upriv = Ikp). The on-chip Subspace

priv

Projection Firewall (SPF) applies the orthogonal projector P, :

A

x#b = Pragy = (Ia - Upriv U};I;iv) Lt (2)
When Yemd s and spriv¢ are uncorrelated (p = 0) and Al Apiy = 0, E[ix,spriv] = Apriv, 50 Py
annihilates AprivSpriv,e While leaving the command signal A¢yna¥yema,+ intact. However, when the task
and private attributes are correlated (p > 0), the expected cross-covariance becomes E[2,. spriv] =
Apriv+pAcmd. Projecting onto the nullspace of f)m spriv therefore attenuates the authorized command
signal energy by factor (1 — p?/(||Apriv]|? + p%||Aemal|?)), establishing a fundamental information-
theoretic trade-off between concept erasure and command utility [6, 23].

3.2 Deterministic /»>-clipping and Rényi Differential Privacy (RDP) composi-
tion

Because unbounded Gaussian sensor noise v ; would otherwise have infinite worst-case ¢2-sensitivity,
Stage 3 enforces an explicit deterministic £2-ball clipping operator Il¢g,, (v) = v-min(1, Ceyp/[|v]]2)
with radius Cejip, = 1.40 on each projected subframe :c#b across the B = 80 subframes per window

before adding isotropic Gaussian noise & ~ N(0, 03p14):

_ 1 & 2Ca;
= Ezﬂcclip(( UprlvUprlv)xt,b) + &, Ay = % = 0.035. (3)
b=1

By the triangle inequality, replacing any single subframe xt , in a window changes the clipped
window average by at most Ay = 2Cq;,/B = 2(1.40)/80 = 0.035 deterministically. By Mironov

[22] (Proposition 3 and Corollary 3), each Gaussian mechanism evaluation satisfies («

a, 2 2 )Renyl



Differential Privacy (RDP) of order o > 1. Across T' adaptive streaming windows, sequential
RDP composition sums linearly, and converting from («,erpp(7’))-RDP to standard (£(6,7), d)-
Differential Privacy [12, 22] yields the exact odometer stopping rule:

e(d,t) = min{taA% + ln(l/é)} < Emax- (4)

20']23P a—1 -

Whenever €(d,t) > emax, the odometer physically halts vector emission (Z; = 0) until the user re-
keys or re-calibrates the session. In contrast, an unprojected Monolithic Window DP baseline
that clips the raw vector x; without nullspace projection faces the full unprojected private sensitivity
and requires oq, = 3.20 to prevent linear private extraction, severely degrading command SNR.

4 Hardware airlock architecture and parameter provenance

Neural-Airlock-SPF is structured as a three-stage peripheral boundary executing inside a CHERIoT 1.0
microcontroller compartment [4, 8, 9] prior to host OS ingestion (Table 2):

1. Stage 1: CHERIoT 1.0 Hardware Read/Write Diode. The SPI/I2S bus from the
neural analog front-end terminates in an isolated CHERIoT compartment holding the sole
hardware capability to the raw ADC ring buffer [9, 11]. On bidirectional headsets equipped
with neurostimulation DACs, the DAC MMIO address range is omitted from the runtime ca-

pability table during read-only BCI operation, forming a non-bypassable hardware read /write
diode.

2. Stage 2: On-Chip INLP / LEACE Nullspace Projector. Each d = 16-channel neural
subframe x;; is multiplied in SRAM by P, = I; — Upﬁvffpriv (2) [6, 23], zeroing linear
covariance with calibrated inner-speech [21], biometric [5], and stress [1] subspaces before
Overwriting raw .

3. Stage 3: Deterministic />-Clipped Rényi-DP Odometer and Symbolic Command
Broker. Stage 3 clips each projected subframe to Hxéng < Caip = 1.40 (A = 0.035),
adds Gaussian noise & ~ N(0,03p1y) (opp = 0.44), pads irregular command bursts with
dummy points [14], increments the Rényi-DP accountant (4) [22] against the session budget
Emax ~ Uniform(6.20,8.80) [15] (halting vector release immediately upon budget exhaustion),
and emits only discrete matched-filter command enums femd + to the host agent [10, 13].

Table 3 documents the provenance of every parameter in experiment.py.



Table 2: Subsystem maturity and empirical deployment constraints of Neural-Airlock-SPF as of

November 2026.

Subsystem

Maturity

Supporting empirical evidence

Practical deployment bottleneck

INLP / LEACE
linear concept
erasure
Defense against
frozen encoder
leakage
Orthogonal
obfuscation /
Procrustes
defense
Clipped
Rényi-DP
composition
accountant
CHERIoT
hardware diode
& IEEE 7012

MathematicallyExact linear erasure via nullspace

proven

Threat
demon-
strated

projection [6, 23]

Pretrained EEG encoders leak
attributes [27]; brain MRI
encoders leak 99% linkage [5]

AlgorithmicallyMulti-window alignment inverts

validated

Formally
proven

Silicon &
standard
ready

orthogonal rotation over streams
[20]; dummy padding [14]

Exact sensitivity Ay = 2Cey,/B
and Rényi divergence [12, 22]

CHERIoT 1.0 capability silicon
[4, 9]; IEEE 7012 privacy terms
[15]

Degrades command utility when
authorized commands correlate
with private state (p > 0.40)
Non-stationary electrode
impedance drift requires periodic
recalibration of Upriv

High nonlinear cross-subspace
coupling (y41) increases required
noise opp

Exhausting epnax at T > 200 halts
unrotated sessions (20.75% at

T = 200, 100% at T = 800) unless
re-keyed

Requires inline USB-C/BLE
receiver dongle for legacy headsets
lacking on-board CHERIoT MCUs

Table 3: Parameter provenance and linear-algebraic grounding for the 16-channel INLP/RDP sim-
ulation (experiment.py).

Parameter Value / Mathematical and physical definition Primary
Range grounding

d, ke, kp 16, 2, 2 Total neural feature channels, command subspace [21, 27]
dimension, and private subspace dimension

lAcmall, | Aprivll  1.05, 1.25 Signal amplitudes of authorized motor commands [1, 5]
and private attributes in R!6

Celip, B, A 1.40, 80, 0.035 Deterministic ¢o-ball clipping radius, subframes per  [12, 22]
window, and exact sensitivity Ag = 2Cq;p/B

p= 0.12 (sweep Unified statistical correlation between authorized [6, 21]

corr (Yomd, Spriv)  0.00-0.90) command intent and private cognitive state

a, 0, opp 8.0, 107°, 0.44 Rényi divergence order, failure probability, and SPF  [12, 22]
noise std (vs. oca1 = 3.20 for Monolithic DP)

T, €max {10, 50, 200, 800 }Stie28:18} session horizon (windows) and [15, 20]

horizon-invariant per-session RDP budget cap




5 Linear-algebraic INLP experiments and correlation sensitivity

To evaluate Neural-Airlock-SPF without conflating utility and privacy or granting the attacker
architecture-specific oracle rules, we implemented an explicit linear-algebraic simulator (experiment
over d = 16-dimensional synthetic neural feature vectors (1). Across N = 400 sessions per cell (4
architectures x 4 horizons = 6,400 horizon-sweep sessions, plus 4,800 correlation-sweep sessions
= 11,200 total sessions), each session estimates Upriv € R16%2 yia Gram-Schmidt orthonormal-
ization of the empirical cross-covariance 3 and evaluates two independent decoders on the
released vector stream {2 }]_;:

« Authorized Command Utility Rate (%): A linear matched filter w/ % classifies the
user’s binary motor/UI command yemas € {—1,+1} across all active windows. Crucially,
the horizon-invariant budget epax ~ Uniform(6.20, 8.80) is enforced directly on the released
stream: once €(9,t) > emax, the odometer halts vector release (Z; = 0, yielding 50% random-
guess command accuracy on post-halt windows). We report both active-window utility and
unrotated full-horizon utility alongside the exact odometer halt rate.

Z,Spriv

o Unconsented Private Extraction Rate (%): A single architecture-blind adversary re-
ceives only the released stream {2}/, and fits a ridge-regularized linear + degree-2 polyno-
mial expansion ¥(Z;) = [Z; 2 © Zi; 2 @aqj ) € R*® on the first half of the session (Tg, = 7/2)
to predict spriv,+ on the held-out second half (Tiva = T'—Tht). A session is scored as a private
extraction breach if held-out accuracy exceeds > 68.0%.

Table 4: Decoupled evaluation of Unconsented Private Extraction Rate (%) and Authorized
Command Utility Rate (%) across 6,400 simulated BCI sessions (N = 400 per cell across
T € {10,50,200,800} windows at baseline correlation p = 0.12). Bracketed ranges denote ex-
act asymmetric 95% Wilson confidence bounds [ciiow, Cinigh)-

Privacy Leak T=10 (%)  Leak T=50 (%) Leak T=200 (%) Leak T=800 (%) Utility 7=200 (%) Cmd Acc (%)
Architecture

Raw Passthrough  56.50 [51.60, 61.27]  90.25 [86.95, 92.79]  99.75 [98.60, 99.96]  100.00 [99.05, 100.00] 100.00 [99.05, 100.00] 99.74
Orthogonal 24.00 [20.07, 28.42]  62.50 [57.66, 67.10]  88.00 [84.45, 90.83] 96.50 [94.21, 97.90]  100.00 [99.05, 100.00] 88.37
Obfusc.

Monolithic Win. 1.25 [0.54, 2.89] 2.00 [1.02, 3.90] 4.75 [3.06, 7.30] 9.50 [7.00, 12.77) 0.00 [0.00, 0.95] 66.05
DP

Neural-Airlock-  0.25 [0.04, 1.40]  0.75 [0.26, 2.18]  0.00 [0.00, 0.95] 1.00 [0.39, 2.54] 100.00 [99.05, 100.00] 90.68
SPF

5.1 Quantitative findings, odometer stopping behavior, and correlation trade-
off

Table 4, Table 5, and Figures 2-3 establish three critical findings:

1. Architecture-blind held-out probing exposes orthogonal obfuscation and unpro-
jected DP. Because Raw Passthrough and Orthogonal Obfuscation (Qs € O(16)) pre-
serve linear and quadratic separability in R'%, both achieve high command accuracy (99.74%
and 88.37%, yielding 100.00% [99.05,100.00] session utility at 7 = 200). However, the
architecture-blind held-out ridge probe extracts private attributes in 99.75% [98.60,99.96]
of Raw Passthrough sessions at 7' = 200, and as Ty = T'/2 grows across windows, it aligns
the rotated subspace of Orthogonal Obfuscation, driving private extraction from 24.00%
[20.07,28.42] (T = 10) to 62.50% [57.66,67.10] (T" = 50), 88.00% [84.45,90.83] (1" = 200), and

-PYy)



96.50% [94.21,97.90] (T" = 800) (Figure 3). Conversely, Monolithic Window DP (0ca = 3.20
required to suppress unprojected private leakage to 4.75% [3.06,7.30] at 7' = 200) degrades
mean command accuracy to 66.05% ([65.72,66.38]) and 0.00% [0.00, 0.95] session utility.

2. Deterministic /s-clipped INLP + Rényi-DP bounds leakage to < 1.0% while
enforcing odometer stopping. By annihilating the linear private subspace via P, =
Ii6 — Aprivﬁ;iv and clipping post-projection subframes to Cejp = 1.40 (Ag = 0.035, opp =
0.44), Neural-Airlock-SPF holds private extraction to 0.25% [0.04,1.40] at T' = 10, 0.75%
[0.26,2.18] at T = 50, 0.00% [0.00,0.95] at T = 200 (mean held-out attacker accuracy
52.58% [52.23,52.94]), and 1.00% [0.39, 2.54] at T" = 800, while achieving 90.68% [90.35, 91.01]
active-window command accuracy (100.00% [99.05, 100.00] active-window session utility; host
Python filter CPU time 8.59 us [8.34,8.85]) (Figure 2). Because epyax ~ Uniform(6.20, 8.80)
is held constant across horizons, the Rényi-DP odometer halts 0.00% [0.00,0.95] of sessions
at T'= 10 and T = 50, 20.75% [17.06, 24.99] of sessions near the end of 7' = 200, and 100.00%
[99.05,100.00] of unrotated sessions before T' = 800 (reducing unrotated full-horizon com-
mand accuracy at 7' = 800 to 26.76% and unrotated utility to 0.00% [0.00,0.95] unless an
epoch re-keying handshake is performed).

3. Fundamental INLP correlation trade-off (p* ~ 0.40, Table 5). Sweeping the unified
correlation p = corr(Yemd, Spriv) from 0.00 to 0.90 at 7' = 100 confirms the exact (1 — 0?)
attenuation law [6, 23|: while private extraction remains < 0.75% across all p, empirical
nullspace projection P, increasingly erases the command signal as p rises. Mean command
accuracy drops from 91.13% (p = 0.00) and 90.35% (p = 0.15) to 87.30% (p = 0.30), 79.40%
(p = 0.50), 69.04% (p = 0.70), and 56.14% (p = 0.90), with session utility falling from
100.00% [99.05, 100.00] (p < 0.15) and 98.50% [96.77,99.31] (p = 0.30) to 65.00% [60.20,69.51]
(p =0.50), 4.50% [2.87,7.00] (p = 0.70), and 0.00% [0.00,0.95] (p = 0.90).

Table 5: Sensitivity sweep over unified task—privacy correlation p = corr(yemd, Spriv) € [0.00,0.90]

at T' = 100 windows (N = 400 sessions per row), demonstrating the fundamental INLP/LEACE

concept-erasure trade-off. Bracketed intervals report exact asymmetric 95% Wilson bounds.
Correlation p SPF Mean Cmd Acc (%) SPF Session Utility (%) SPF Private Leak (%) Attacker Acc (%) Raw Passthrough Leak (%)

0.00 (Orthogonal) 91.13 [90.85, 91.42] 100.00 [99.05, 100.00] 0.25 [0.04, 1.40] 50.99 100.00 [99.05, 100.00]

0.15 (Low Coupling) 90.35 [90.06, 90.63] 100.00 [99.05, 100.00] 0.25 [0.04, 1.40] 51.68 100.00 [99.05, 100.00]
0.30 (Viable Bound) 87.30 [86.95, 87.64] 98.50 [96.77, 99.31] 0.25 [0.04, 1.40] 51.64 100.00 [99.05, 100.00]
0.50 (Moderate Overlap) 79.40 [78.98, 79.82] 65.00 [60.20, 69.51] 0.75 [0.26, 2.18] 53.22 100.00 [99.05, 100.00]
0.70 (High Overlap) 69.04 [68.54, 69.53] 4.50 [2.87, 7.00] 0.50 [0.14, 1.80] 53.11 99.75 [98.60, 99.96]

0.90 (Collinear / Speech) 56.14 [55.62, 56.66] 0.00 [0.00, 0.95] 0.00 [0.00, 0.95] 52.25 100.00 [99.05, 100.00]




Held-Out Attacker Extraction vs Command Utility at T=200 Windows (N=400)
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Figure 2: Decoupled comparison of Unconsented Private Extraction Rate (lower is better) and
Authorized Command Utility Rate (higher is better) across four BCI privacy architectures at T =
200 windows (N = 400 sessions per bar; error bars show asymmetric 95% Wilson confidence
intervals).

Held-Out Attacker Extraction Rate Across Actual Stream Length T (N=400)

Significant Private Extraction Rate (%)
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25
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Figure 3: Scaling of Unconsented Private Extraction Rate across session horizons T €
{10, 50, 200, 800} neural windows (N = 400 sessions per point). Orthogonal Obfuscation collapses
as the held-out attacker accumulates fitting windows (88.00% [84.45,90.83] at 7" = 200), whereas
Neural-Airlock-SPF bounds extraction to < 1.00%.
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6 Concept-Erasure Trade-Offs, Nonlinear Leakage, and Opera-
tional Limits

A scientifically rigorous evaluation of neural subspace firewalls must confront four counter-arguments
and operational failure modes:

1. Collapse of INLP/LEACE utility when authorized commands correlate with pri-
vate state (Belrose et al. [6], Mao et al. [21], Ravfogel et al. [23]). As proven in
Table 5, orthogonal nullspace projection P, = I; — ﬁprivﬁ;iv cannot distinguish whether

variance along Upriv arose from unconsented inner monologue or from an authorized com-

mand that happens to correlate with sp.iy. When a user employs a BCI for overt or imagined
speech dictation [21] (p — 0.90), projecting out the language subspace reduces command
classification accuracy to 56.14% and session utility to 0.00% [0.00,0.95] (Table 5). In linguis-
tic BCI modes, spatial subspace projection must be replaced by an explicit motor or ocular

“push-to-talk” hardware clutch.

2. Nonlinear cross-subspace leakage beyond LEACE guarantees (Bajar et al. [5],
Belrose et al. [6], Tai [27]). Belrose et al. [6] emphasize that LEACE guarantees zero
linear guardedness, but polynomial or kernel classifiers can still extract private attributes
from higher-order phase-amplitude interactions (yy1 ¢n1 in Eq. 1) [27]. Suppressing nonlinear
residuals against our 48-dimensional degree-2 polynomial attacker requires deterministic fo-
clipping (Ceip = 1.40) and Gaussian Rényi-DP noise (3), which introduces a direct noise-floor
penalty on continuous cursor trajectories.

3. Rényi-DP budget exhaustion and mandatory re-keying interruptions (IEEE [15],
Mironov [22]). Under Equation (4) with a horizon-invariant session cap emax ~ Uniform(6.20, 8.80),
cumulative Rényi divergence grows linearly with window count 7. At T' = 200 and T' = 800,
20.75% [17.06,24.99] and 100.00% [99.05, 100.00] of simulated sessions reach ep,ax and phys-
ically halt vector export (Z; = 0), requiring an explicit epoch re-calibration and re-keying
pause during multi-hour control.

4. Post-broker context aggregation in host multi-agent systems (Alpay and Alpay
[2], El Yagoubi et al. [13], Kim and Choi [19]). Even when Neural-Airlock-SPF emits
only discrete command enums fJema,¢, sequences of thousands of Ul selections over weeks can
still reveal behavioral habits or clinical conditions to untrusted host agents [10, 13].

7 Limitations

e Synthetic 16-channel linear-algebraic model vs. chronic wet-lab EEG drift. While
experiment .py executes exact Gram—Schmidt nullspace projection, deterministic ¢3-ball clip-
ping, and Rényi-DP accounting in R'6, real scalp EEG exhibits non-stationary electrode
impedance shifts across hours that degrade the calibration matrix Upriv unless updated on-
line.

o External peripheral dongle requirement. Because current consumer Bluetooth EEG
headsets lack on-board CHERIoT 1.0 microcontrollers [9], deploying Stage 1 today requires
an inline hardware receiver dongle between the headset and the host operating system.
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8 Pre-registerable falsification protocol

Table 6 specifies six pre-registerable experimental protocols to falsify the claims of Neural-Airlock-

SPF.

Table 6: Six pre-registerable empirical tests to falsify the Neural-Airlock-SPF hardware diode and
INLP/LEACE firewall.

Protocol Hypothesis Experimental design Falsified if

P1. INLP/LEACE projection Apply Stage 2 projection to  Linear or polynomial probe
Cross-encoder P, reduces frozen EEG embeddings from the frozen accuracy on protected
attribute encoder attribute leakage EEG encoders audited by demographic/affective
erasure [27] to < 5% above chance  Tai [27] across 300 subjects  attributes exceeds chance

P2. Biometric
subject-linkage
suppression

P3.
Multi-window
subspace
alignment
resistance

P4.
Correlation
break-even
curve

(p* = 0.40)

P5. CHERIoT
R/W diode
non-
bypassability

P6. Zero
raw-vector
host ingestion
audit

SPF + Rényi-DP reduces
neuroimaging biometric
linkage [5] from 99% to
<5%

Nullspace erasure + clipped
Rényi-DP defeats held-out
ridge/PMA inversion [20] at
T = 800

Command accuracy
remains > 87% when

p < 0.30 but drops below
70% when p > 0.70
(Table 5)

CHERIoT 1.0 MMIO
isolation [9] blocks all
unconsented DAC
stimulation write-backs

Discrete Command Broker
prevents raw floating-point
neural vectors from entering
host LLM contexts [13]

Evaluate the
subject-linkage probe of
Bajar et al. [5] on
multi-session neural
telemetry passed through
Neural-Airlock-SPF
Execute held-out
linear+quadratic subspace
alignment [20] on
800-window streams from
Orthogonal Obfuscation vs.
Neural-Airlock-SPF
Controlled BCI experiment
varying statistical coupling
p between motor commands
and concurrent
inner-speech prompts

Root-privileged host DMA
and SPI fuzzing attempting
to write to stimulation
DAC registers during
read-only BCI mode

Audit host IPC buffers and
inter-agent messages using
the AgentLeak harness

[10, 13]

by > 5.0 percentage points
Top-1 subject
re-identification accuracy
exceeds 5.0% on held-out
sessions

Held-out private attribute
breach rate on
Neural-Airlock-SPF
streams exceeds 5.0% at
T =800

Command accuracy at

p < 0.15 drops by > 8
percentage points relative
to raw EEG or fails to
follow the (1 — p?)
attenuation curve

Any unconsented voltage
transient (> 0 events)
occurs on the stimulation
DAC output pins

Any continuous vector

% € R16 (rather than
discrete IEEE 7012
command enums) crosses
into host OS memory

9 Conclusion

Protecting mental privacy as brain—computer interfaces connect to autonomous Al agents requires
enforcing isolation and concept erasure before neural signals reach the host operating system. Re-
cent audits demonstrate that frozen neural encoders leak biometric and cognitive attributes and
that multi-window subspace alignment inverts orthogonal embedding obfuscation over streaming
sessions. By combining a CHERIoT 1.0 hardware read/write capability diode, on-chip Iterative
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Nullspace Projection (INLP / LEACE) (P, = I; — Uprivﬁ;iv), deterministic f3-ball clipping
(Caip = 1.40, guaranteeing exact sensitivity Ay = 2Cq,/B = 0.035), calibrated Gaussian noise
(opp = 0.44), and an exact Rényi Differential Privacy (RDP) composition accountant, Neural-
Airlock-SPF reduces simulated private attribute extraction against an architecture-blind held-out
attacker at 7' = 200 windows from 99.75% [98.60, 99.96] (raw passthrough) and 88.00% [84.45,90.83]
(orthogonal obfuscation) to 0.00% (95% Wilson CI [0.00,0.95]; mean attacker accuracy 52.58%)
while preserving 90.68% [90.35,91.01] active-window command classification accuracy (8.59 us fil-
ter CPU time). At the same time, our correlation sensitivity sweep demonstrates a fundamental
linear-algebraic limit: when authorized commands and private cognitive states are strongly cor-
related (p > p* &~ 0.40), concept erasure inevitably attenuates task utility, requiring hardware
push-to-talk clutches for linguistic BCI workflows.

Use of Al tools

Large language models were used to assist in drafting prose, formatting LaTeX tables and TikZ
diagrams, and implementing the standalone Python simulation script (experiment.py). Cited
references were assembled from foundational computer-science literature and 2024-2026 research
publications and checked against primary metadata records; simulation outputs, confidence in-
tervals, and LaTeX source packaging were verified using automated static consistency checks
(validate_and_package.py).
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